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Abstract 
This strategy/policy sets out how the Council manages Corporate Risk.  Our purpose and 

objectives show how we can achieve the benefits of effective and efficient risk management, 
with our 6 Step Process to Corporate Risk Management providing details of how we 

implement the strategy/policy.  This includes our risk appetite and culture, how we address 
risk threats and opportunities, together with key roles and responsibilities. 
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Foreword by the Chief Executive and Council Leader 
On behalf of Merthyr Tydfil County Borough Council, we are pleased to present our updated Risk 

Management Strategy and Policy.  The Council has continued to strengthen its governance, and in 

doing so, has further developed its Risk Management Strategy and Policy.  This includes how the 

Council focuses on assessing, monitoring and mitigating risk; putting risk management at the 
forefront of what we do. 

 

This new strategy marks continuous improvement in managing risk.  We will continue to assess and 

monitor risk but also apply it in how we recover, transform and improve (RTI Plan).  Our RTI Plan 

has been a focus for the Council in helping us recover from the coronavirus pandemic, as well as 

forming the foundations for our transformation and improvement journey.  A critical programme in 
the RTI Plan is our Governance Improvement Programme.  This strategy and policy will help us 

deliver that programme but also continue to make sure risk sits at the heart of what we do. 

 

Local Government increasingly involves dealing with uncertainty and managing major change.  You 
only have to think of climate change, the coronavirus pandemic and the cost of living, to name a 

few.  At the same time, we are under increasing pressure to deliver better services in new and 

innovative ways, often through collaboration.  All of this includes both threats and opportunities 

that need to be managed successfully if desired outcomes are to be achieved.   

 

Risk Management allows us to follow a process of identifying significant threats to, and 

opportunities for, achieving our Well-being Objectives, Priorities, Strategic and Operational 

Outcomes.  It is also the process of evaluating the potential consequences and implementing the 

most effective ways of responding to, controlling and monitoring those risks.  By being more risk 

aware, the Council will be better placed to reduce the Impact and Likelihood of threats occurring 

and to take advantage of opportunities.  

 

This strategy and policy seeks to empower us to exploit strategic opportunities, whilst recognising 

that innovation and good governance are not mutually exclusive.  This is important as the Council 

has innovative services and programmes, such as commercialisation and digitalisation.   

 

We what to continue to get the basics right.  Clear and prompt identification and assessment of 

risks will lead to more effective and efficient use of resources and direct improvements to the 
service, to our customers, partners, stakeholders and community, as well as improving corporate 

governance and performance.  Clear actions and targets to manage the risks, with strong 
overarching guiding principles, is crucial for this.  The levels of risk that we need to take (risk 

appetite) are fundamental to making the right decisions.   

 

All Councillors and Officers need a good understanding of Risk Management and the role it plays.   

We are engaging our staff and wider partners in Risk Management to support delivering our 

strategy.  To help us do this, we have made risk part of the managers curriculum (to run alongside 

training for Members) and build upon our e-learning training.  This aims to help Members, 

Directors, Heads of Service, Operational/Team Managers and Staff to apply Risk Management 

principles consistently across the Council.  We should not be automatically risk averse but strive to 

be risk aware and, where appropriate, be prepared to accept risk at a level that can be managed 
and mitigated.  

 

The Council is committed to an integrated Risk Management approach across all working practices 
and management processes, including our governance, corporate planning, budget setting 
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(including the Medium Term Financial Plan), performance management, programme/project 

management and partnership working.  

 

We fully endorse this Policy and Strategy and are committed to ensuring that Risk Management is 

embedded throughout the Council.  
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Risk Management Strategy 

Introduction 
Merthyr Tydfil County Borough Council (MTCBC) views risk management as a critical part of its 

governance and how it works.  This is reflected in our key strategic documents such as the Corporate 

Well-being Plan.  Without effective risk management, we would not be able to operate properly.  As 

such, this Risk Management Strategy and Policy forms an important part of our governance structure 

and is used to inform decision making.   

It has been said that “If you don’t have effective Risk Management, you don’t have effective 

management.”  Risk Management is a central part of the strategic management of any organisation 

and underpins effective management, as it addresses the issues of uncertainty, threats and 

opportunities.  

It must be recognised therefore that Risk Management is: 

• An integral part of strategic and operational activities.  

• Essential to a modern organisation.  

• A critical element of Corporate Governance. 

Risk Management is about managing uncertainties. Many uncertainties may have negative impacts 

(threats) whilst others may have beneficial ones (opportunities).  Effective Risk Management is 

about minimising the impact and likelihood of threats, whilst maximising the impact and likelihood 

of opportunities.  Identifying and making the most of potential opportunities will be of heightened 

importance in the coming years due to the size and scale of challenges facing Local Government. 

This document is split into two sections.  The first considers our risk management strategy and the 

second our risk management policy (including our risk management policy statement). 

Our risk management strategy sets out what we are trying to do and how risk management sits 

within the wider context of the Council; together with answering the question, ‘what is risk 

management?’.   

The risk management policy section sets out how risk management is implemented and considers 

the roles responsibilities regarding risk management and our process and methodology but also our 

risk appetite.   

 

Purpose of the Risk Management Strategy 
The purpose of the Risk Management Strategy is to provide a comprehensive overview of our risk 

management.  This means establishing, or continuing to enhance, our process for the systematic 

identification and management of risk within the Council.  This will ensure that the objectives of the 

Council’s Risk Management Policy are realised.   
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What is Risk Management? 
To be able to get the benefits of good risk management and realise the objectives of our 

strategy/policy, we must understand what risk management is.   

Defining Risk 

Risk is defined as the ‘effect of uncertainty on objectives’ (ISO 31000, 2018 Risk Management).  An 

effect can be either positive or negative on the outcomes.   

There are other definitions of risk, but each have the same general meaning.  We have stated below 

what is used in the Orange Book (HM Government).   

The Orange Book: Management of Risk – Principles and Concepts 2020, define risk as ‘The effect of 

uncertainty on objectives.  Risk is usually expressed in terms of causes, potential events, and their 

consequences.’   

In summary, there is a threat of an event or action taking place that will mean we will be unable to 

fully achieve our Well-being Objectives, priorities and outcomes, together with being able to fully 

deliver our wider strategies.  This includes our budget management, managing our estate, staffing 

and resources (healthy organisation) and our communications.  This could also impact on how we 

exploit our opportunities in achieving our Well-being Objectives, priorities, outcomes and wider 

strategies.   

Defining Risk Management 

Risk Management is defined as ‘The coordinated activities to direct and control an organisation 

with regard to risk’ (ISO 31000, 2018 Risk Management).   

Again, there are other definitions of risk management and we have stated below what the Orange 

Book (HM Government).   

The Orange Book: Management of Risk – Principles and Concepts 2020, define risk management as 

‘The coordinated activities designed and operated to manage risk and exercise internal control 

within an organisation.’   

In summary, this means having the culture, processes and structures that allows us to identify, 

evaluate, manage and monitor risks, whether there are threats or opportunities.   

 

How does Risk Management fit with Our Shared Vision and Corporate Plan? 
Our Shared Vision document (appendix 1) shows how MTCBC’s vision fits with our 7 national goals, 

together with how our 4 well-being objectives fit with our regional Public Service Board (PSB) well-

being objectives and our three priorities for improvement set out in our Recovery, Transformation 

and Improvement (RTI) Plan (namely: Improving Our Educations Standards; Increasing our resilience 

in Social Care; and our Economic Recovery).   

Our RTI Plan also focuses on decarbonisation and how we support reuse and recycling (you may 

have seen this being referred to as the ‘Waste Hierarchy’).  This has been developed into our 

supporting Environmental Well-being programme.   

Our RTI Plan addresses key issues that, as we address them, we are in a stronger position to deliver 

our Corporate Well-being Plan.  The Corporate Well-being Plan is the overarching document for the 

Council that sets out our Well-being Objectives and Outcomes (appendix 2).   
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To better deliver our outcomes we must change the way we work.  We have four Council-wide, 

cross-cutting themes.  These help us consider our digital opportunities, become more commercially 

aware, have the right resources (a Healthy Organisation) and good governance (the way we work).  

Sitting as a main feature of our governance, strengthening our risk management will help us be more 

focussed on addressing our key risks, making better informed decisions and realising the benefits set 

out in this document.   

Our Council approved operating model has been designed to set out how we will deliver our 

services.  It supports us in transforming and improving how we work.  We have seven core values 

(appendix 3).  These were developed with our staff as part of a programme of staff involvement and 

engagement regarding how we want to work.  All this helps us in how we manage 

operational/service risk but also in how we develop and use our risk appetite.   

 

What are we trying to achieve? 
Risk Management is a management tool which forms a part of the Council’s governance 

arrangements. Risk Management is not simply a compliance issue but rather a way of viewing our 

operations with a significant impact on long-term viability. It is critical to success and a focal point 

for the Council’s Corporate Management Team and Councillors. It helps us to adhere to our Core 

Values and demonstrate openness, integrity and accountability in all of our dealings.   

By identifying and managing threats and opportunities through an effective Risk Management 

Strategy, the Council can increase the likelihood of success and reduce the likelihood of failure as 

illustrated below.  To be able to do this, we have set out our objectives and how we will achieve 

them.   

Our Objectives 

The objectives of the Council’s Risk Management Strategy and Policy are to:  

• Use risk management to continue to strengthen out governance and infrastructure.   

o This means senior level sponsorship and good communication (promoting good 

corporate governance) with an approach to risk management consistent across the 

Council with clear accountability.   

o Ensure consistency, visibility and transparency throughout the Council in the 

management of risk. 

o Risks will be assessed consistently and prioritised.   

o With a clear risk appetite, the Council will continue to make risk integral to planning, 

decision making and performance.   

o We will embed and integrate Risk Management into the culture of the Council. 

o Ensure that statutory obligations and policy objectives are met. 

o Protect and enhance the reputation of the Council. 

o Develop, promote and integrate a process for the systematic identification and 

management of threats and opportunities so that the Council will better achieve its 

Priority, Strategic and Operational Outcomes. 

o Ensure that threats and opportunities are considered and recorded in all decision-

making processes at all levels within the Council. 

o Assignment of roles, responsibilities and accountabilities for Risk Management activities 

within the Council. 

o We address risk in timely and appropriate manner.   
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o Maintain effective control of public funds and efficient deployment and use of 

resources achieving value for money. 

 

• Identify, assess and prioritise our risks. 

o This means systematically and consistently identifying, assessing and prioritising all our 

risk threats and opportunities to inform decisions and how we work with our partners. 

o We will focus time and resources on critical risks. 

o Ensure risk assessments take into account other risks. 

o Support services to deliver better outcomes for the customer and enable it to respond 

more appropriately to emerging opportunities. 

 

• Ensure risks are treated and controlled appropriately. 

o Test our controls. 

o Develop, implement and review our action plans. 

o Ensure decisions regarding risk management are fully informed. 

o Ensure a risk aware culture. 

o Prevent injury, damage and losses and reduce the total cost of risk.  

o Identify and manage potential liabilities. 

o Safeguard employees, service users, Councillors, pupils and all other stakeholders to 

whom the Council has a duty of care. 

o Protect property including buildings, equipment, vehicles, knowledge and all other 

assets and resources.  

 

• Ensure employees understand the benefits of risk management. 

o Build on the work being done to strengthen our governance to ensure risk is reported 

(with the appropriate tools) and monitored effectively and efficiently. 

o Managers understand operational/service risks and monitor them effectively. 

o Independent assurance is gained when needed. 

 

• Ensure the correct culture exists to embed risk management. 

o Continue to develop a risk aware culture across the Council. 

o Ensure all staff understand the benefits of risk management. 

o Ensure employees have knowledge, skills and the tools to embed risk management 

process across the Council. 

o Continue to raise awareness of the need for Risk Management by all those connected 

with the Council’s delivery of services. 

 

• Implement strong risk management practices when working with partners and third 

parties. 

o Apply risk management to partnership and collaborative work. 

o Implement robust risk management practices in our procurement and commercial 

programme. 

o Anticipate and respond to changing economic, social, environmental and legislative 

requirements as well as changes in the internal environment. 
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These objectives will be achieved by:  

• Continuing to encourage Councillors, the Chief Executive, Directors, Heads of Service, 

Operational/Team Managers and Staff at every level to recognise Risk Management as part 

of their role.  

• Regular monitoring and reporting of risks to identify trends and likely direction of risks for 

Corporate Management Team and Councillors to be aware of when making decisions.  

• Ensuring that adequate, relevant and timely Risk Management information (e.g. the 

Corporate Risk Register) is reported appropriately to the Corporate Management Team and 

Councillors (including the Governance and Audit Committee).  

• Providing opportunities for training and shared learning on Risk Management across the 

Council.  

• Reinforcing the importance of effective Risk Management as part of the everyday work of 

employees.  

• Incorporating Risk Management into the Council’s governance, e.g. performance 

management and self-evaluation, business improvement planning, self-assessment and 

change management at all levels across the Council. 

• Incorporating Risk Management into all levels of programmes, projects, partnerships and 

collaborations.  

• Incorporating Risk Management into the decision making processes of the Council.  

• Ensuring that Risk Management processes are used as part of the budget setting process and 

the Medium Term Financial Plan (MTFP).  

• Learning from previous threats, opportunities, successes and failures to inform future 

management of risks.  

• Promote the benefits of risk management.  

 

The Benefits of Risk Management 
• Improve how we mitigate risks and maximise any opportunities, taking calculated risks 

where appropriate. 

• Shows good governance and helps support the delivery of our well-being objectives, 

outcomes. 

• Better delivery of our priorities and our recovery from the coronavirus pandemic, 

transformation and improvement planning. 

• Improve our financial management, including securing external funding and avoiding 

financial loss. 

• Improve how we support our communities and residents.  This includes how we work with 

our Members. 

• Creates the culture that we need to transform and continuously improve. 

• Protect and enhance our reputation with less unwelcomed surprises. 

• Protect our assets and resources, including reducing losses from illnesses and accidents. 

• Improve operational/service effectiveness, efficiency and economic position. 

• Improved use of data and better-informed decision making, including how we implement 

changes to legislation. 
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Where to we apply Risk Management? 
• Budget management (including savings, capacity monitoring and growth) and funding 

applications. 

• Transformation, programme and project management. 

• Health and safety, risk assessments, and business continuity. 

• Reporting and integrated impact assessments (IIAs). 

• Partnership working and collaborations. 

• Managing operational services, maintaining risk registers, including escalating risks and risk 

accountabilities. 

• Managing contracts and service level agreements (SLAs). 

• Our commercial work programme. 

• Recovering from the coronavirus pandemic. 

• When implementing new, or changes to, legislation. 

• Performance reviews, business improvement planning (maximising opportunities) and 

quarterly performance improvement plans, including benchmarking activities and horizon 

scanning. 
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Risk Management Policy 
 

Risk Management Policy Statement 
This statement is the formal acknowledgement of the Council’s commitment to managing risk.  It 

sets out why and how risk management is implemented throughout our organisation to support the 

achievement of our strategic objectives (well-being objectives, priorities and outcomes).   

Merthyr Tydfil County Borough Council (MTCBC) recognises that Risk Management is a vital activity 

that underpins and forms part of its corporate governance such as through Our Shared Vision, Core 

Values and strategic objectives (well-being objectives, priorities and outcomes).  The Council has a 

responsibility to manage risks and supports a structured approach to managing them by approval of 

a Risk Management Strategy/Policy.  This includes how we operate, for example our operating 

model and supporting the Council in being effective, efficient and economical.  This provides 

confidence to our community and residents whilst also supporting services to deliver better 

outcomes for residents and customers and enable the Council to respond more appropriately to 

emerging opportunities.   

As such, the Council is committed to ensuring that Risk Management processes are embedded 

throughout the organisation.  The Council also recognises that for Risk Management to be 

successful, it has to be fully supported by Councillors, be fully implemented and driven by Corporate 

Management Team and also have adequate funding.   

Risk is present in all that we do, it is our policy to identify, assess and manage key areas risks in a 

proactive manner.  We will continue to embed risk management into the operational and strategic 

transformation and improvement of the Council.  This will help us track benefits of effective risk 

management.  To do this risk management needs to be embedded throughout our processes, 

projects and strategic decisions.  This will include procurement, contracting, when working with third 

parties and in our partnerships/collaborations.   

The aim of our risk management framework is to be fit for purpose, reflect our size and the nature of 

our various operations, and use our skills and capabilities to the full.  Risk management is most 

effective as an enabling tool, so we need a consistent, communicated and formalised process across 

the Council.  This will support the Council in its self-assessment process.   

It is important to define the level of risk exposure the Council considers acceptable for MTCBC.  The 

Council is aware that some risks will always exist and will never be eliminated.  This creates a clear 

picture of which risks will threaten the ability of the Council to achieve its well-being objectives, 

priorities and outcomes.  This gives us our risk appetite.   

This policy statement and supporting documentation form an integrated framework that supports 

the Council in managing risk effectively, efficiently and economically.  By implementing this 

framework, we provide assurance to all stakeholders that risk identification and management plays 

a key role in the delivery of our Corporate Well-being Plan.   

We will involve, empower and give ownership to all staff to identify and manage risk.  Risk 

management activity will be regularly supported through discussion and appropriate action by 

senior management.  This includes a thorough review and confirmation of significant risks, 

evaluating mitigation strategies and establishing supporting actions to reduce them to an acceptable 

level.  Managing risks will continue to be an important part of strategic and operational planning.  

This includes day-to-day delivery, monitoring, development and maintenance of the Council.   
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The Chief Executive is designated as being responsible for ensuring that arrangements are in place 

for delivering an effective Risk Management and processes in accordance with this Policy.  Risk 

Management Strategies and Processes will be subject to annual review for efficiency and 

effectiveness to ensure that they remain up to date and continue to reflect the Council’s approach 

to Risk Management.   

It is the responsibility of Directors, Heads of Service and Operational/Team Managers to ensure that 

Risk Management Strategies and Processes are implemented and brought to the attention of 

relevant staff in their service areas.  Every employee has a responsibility to support the Council’s 

Strategy/Policy in managing risk.   

 

Signed: G. Thomas Signed: 

 
Title: Council Leader 

 
Title: Chief Executive 

Date: 30th August 2022 
 

Date: 30th August 2022 

 

 

  



 

 12 

Why is risk management implemented throughout Merthyr Tydfil County Borough 

Council? 
We want to provide the best services that we can for the residents of Merthyr Tydfil.  To do this we 

must work in effective, efficient and economic ways.  We use the 5 ways of working (as set out in the 

Well-being of Future Generations (Wales) Act 2015) to help us, please refer to appendix 4.  Appendix 

4 also provides a summary of expectations from the Social Services and Well-being Act 2014.   

Our risk management strategy/policy will support us in doing this and help us to better know our 

organisation.  It will enable us to further strengthen our governance (how we do things), including 

how we manage our finances (plus how we secure external funding) and estate to achieve our 

outcomes.  How we implement the strategy/policy will also help us created a stronger culture 

around risk management and how we continue to embed this across the Council.  We will continue 

to mitigate key risks and protect our reputation together with reducing workplace accidents and 

continuing our good performance outcomes relating to staff sickness levels.  As well as considering 

risk threats we will be able to consider opportunities and use our risk appetite to increase 

effectiveness and efficiency of our projects and programmes.  This can also be applied to our 

services meaning increased efficiency but also enabling risks to be taken (within our appetite and 

tolerance) to transform and improve.   Through this we can continue to build on our partnership 

working and collaboration in how we support our communities.   

The purpose of the Risk Management Strategy/Policy is to establish a process for the systematic 

identification and management of risk within the Council which will ensure that the objectives of the 

Council’s Risk Management Strategy/Policy are realised.  This has, and will continue to, support the 

Council as it reacts to, and recovers from, the coronavirus pandemic.  Coupled with this, our Risk 

Management Strategy/Policy will help the Council implement changes to legislation for example the 

Local Government and Elections Act (Wales) 2021. 

To do this the Council will continue to be committed to risk management especially through its 

leadership and mandate constructive challenge.  We will continue to make risk management visible 

and upskill or training our staff where needed (in line with our Healthy Organisation Programme that 

is part of our Corporate Well-being Plan and RTI Plan) and build on our stakeholder buy-in.  Our 

processes and tools set out in this document will be key to how we achieve this.  We will make them 

as simple as possible to use and offer support to how they are applied.   

 

Risk Management Methodology 

We use a systematic approach to Risk management.  This starts with setting objectives linked to our 

overall strategic direction, as set out in our Corporate Well-being Plan.  This leads to identification 

and assessment of our risks (clear identification, analysis and evaluation).  Our risk controls and how 

we respond to our risks follow with monitoring, reporting and reviewing being next.  The whole of 

risk management then aggregates and integrates with our wider governance.  This fits with how we 

are required to under a key piece of legislation for the Council, i.e. The Well-being of Future 

Generations (Wales) Act.  This is set out in detail over the next section of this document.   
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How is risk management implemented throughout Merthyr Tydfil County Borough 

Council? 
Risk Management is the process of identifying significant threats to, and opportunities for, the 

achievement of the Council’s Priority, Strategic and Operational Outcomes. It is also the process of 

evaluating the potential consequences and implementing the most effective way of responding to, 

controlling and monitoring them. 

 

Objectives 
We first need to set objectives on the context upon which we will manage risk within the Council.  

This ensures we can effectively, efficiently and economically measure, manage report on risk.  These 

have been set out in the risk management strategy section above. 

Our objectives support and underpin the Council’s Corporate Well-being Plan and strategic direction.  

This includes how the Council delivers its Corporate Well-being Objectives for example through the 

Project Management Framework (PMF), how it works with partners and collaboration and 

savings/investment/budget setting.   

 

Corporate Risk Management Process 
The Corporate Risk Management Process in this section summarises the Council’s approach of how 

threats and opportunities are identified, evaluated, managed and monitored.  It is based on 

ALARM’s Risk Management Process (ALARM Risk Management Toolkit; 2021).   

Step 1 – Risk Identification 
Risk identification is about identifying significant threats to, and opportunities for, the 
achievement of the Council’s priority, strategic and operational outcomes.  This includes 
using appropriate techniques and horizon scanning. 
 

 

Step 2 – Assessment of Risks 
Analyse → Assess → Evaluate 

 

Each identified risk should be scored on the basis of the Impact of the risk occurring (or 
the opportunity being missed) and the Likelihood of the risk occurring (or the opportunity 
being missed).  We will use our risk appetite to inform our assessment. 
 

 

Step 3 – Risk Control 
Once the processes of risk identification and assessment have been undertaken, we then 
need to consider our Risk Appetite and how we are going to respond to the risks. The Risk 
Owner is the responsible person for deciding on the most appropriate course of action to 
implement.  We will judge our effectiveness in this step; internal audit is key to this. 
 

 

Step 4 – Respond 
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Here we determine how to respond to risk.  We apply the four T’s (Treat; Transfer; 
Terminate; Tolerate) to our risk threats and whether to accept, enhance, realise/exploit 
or share our opportunity risks.  We assign risk owners and mitigation/action plans. 
 

 

Step 5 – Risk Monitoring, Reporting & Reviewing 
This stage of the Risk Management Process is often the one that gets forgotten about. 
Risks will constantly change and will therefore need to be monitored, reported and 
reviewed in a timely and appropriate manner.  Escalation of risk is critical and depends on 
the risk and where it needs to be reported.   
 

 

Step 6 – Aggregate and Integrate 
Integration with Strategic Planning and Decision Making 
 

• Integrate the output of the Risk Management Process with strategic decision making.  

• Ensure that the Cabinet and Corporate Management Team can use the output to 
inform decisions.  

• Communication is fundamental throughout the entire process. 
 

 

Step 1 - Risk Identification 

Identifying threats and opportunities is the first step in using Risk Management to assist in the 

achievement of Outcomes, as risk identification is about identifying significant threats to, and 

opportunities for, the achievement of the Council’s Priority, Strategic and Operational Outcomes. 

Risk identification should be approached in a methodical way to ensure that all significant activities 

within the organisation have been identified and that all risks flowing from these activities defined. 

To ensure a wide range of risk assessment is undertaken, we use the 14 risk categories set out in the 

Risk Appetite section.  However, this should not limit any risk assessment.  If other categorises are 

identified, we will revisit our categories in line with escalation processes.   

There are a number of techniques and methodologies that can be used to identify risks. Examples 

include: 

• Risk identification workshops.  

• Questionnaires.  

• Analysis of previous losses, events and incidents or lessons learned.  

• Technical briefings, national reports, networking and best practice.  

• Interviews with managers.  

• SWOT Analysis (Strengths, Weaknesses, Opportunities, Threats). 

• PESTLE Analysis (Political, Economic, Social, Technological, Legal, Environmental).  

• Bow Tie Analysis (Causes - Proactive controls; Consequences - Reactive controls).   

• Horizon scanning.  

• Involvement of partners and stakeholders.  



 

 15 

• General understanding by experienced managers of working practices and the issues and 

problems which may occur.  

• Using material produced to support key legislation (e.g. Well-being of Future Generations 

(Wales) Act; Local Government and Elections Act; Social Services and Well-being Act) 

The process of identifying risks is an ongoing process and not a one-off activity. Consideration should 

also be given to the following: 

• Have any of the risks previously identified significantly changed or are they still relevant?  

• Are there any new and emerging risks?  

• Are there any risks missing from the risk register?  

• Is anything planned over the next 12 months that will give rise to a significant risk?  

• The risk identification process should not be limited to a review of existing risk registers.  

Other sources of information for risk identification include the following: 

• Inspection, review or audit reports produced, whether undertaken internally or externally.  

• Self-evaluation.  

• Performance data.  

• Regular undertaking of performance measuring and monitoring to identify weaknesses.  

• Strategic Service Plans and Operational Team Plans.  

• Liaison with other organisations, regional and national associations.  

• Health and Safety Risk Assessments.  

• Analysing past insurance claims, accident logs, complaint records, historic records, incident 

reports and repair and maintenance costs.  

• Complaints data.  

• Business Continuity Plans developed by services.  

• Civil and criminal liability case law.  

• Fraud history.  

• Using risk resources and best practice, this can be sourced internally through the 

Performance and Improvement Team. 

 

One of the most effective ways to identify risk is through workshops or group working. A good 

starting point is to consider the functions performed by a Directorate/Service, to list these and then 

consider what factors may prohibit or reduce the ability to deliver the function or to achieve an 

objective. Potential opportunities may also arise from group discussion. During the workshop the 

risks identified should be captured and assessed.  

Considering the Sustainable Develop Principle set out in the Well-being of Future Generations 

(Wales) Act, we are considering our risks in terms of the short, medium and long term.  This is 

included in our risk registers with the short term being between 1 and 5 years, the medium term 

being between 5 and 20 years and the long term being between 20 and 35 years.  

As part of this Act, we also need to consider how we collaborate.  This means we have to ensure 

there is a clear strategic fit and governance and risk frameworks are agreed.  This is discussed in 

more detail below. 
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Description of Risk 

It is important to ensure that the Description of Risk fully communicates the risk that has been 

identified. The following provides examples of wording often used to begin the process of 

articulating a Description of Risk:  

Failing to … Lack of … Inappropriate … 

Exploitation of … Inability to … Disruption of … 

Increase in … Reduction of … 
Empowerment of … 

Enhancement of … Realisation that … 

 

The risk description should identify the cause of the risk and what the impact would be if it occurred.  

It is also essential that risk identification includes the consideration of any risks associated with 

missed opportunities.   

An example of a threat and opportunity risk descriptions are shown below. 

Threat Limited financial resources versus increasing demand for services and capital 
projects causes budget pressures which impact upon the delivery of public 
services. This could affect the Council's ability to deliver its Priorities 
(including statutory obligations). 
 

Opportunity Failing to take advantage of external funding opportunities could adversely 
impact upon the Council's ability to deliver its Priorities. 
 

 

If a Description of Risk was not property articulated, it would be difficult to target the controls and 

mitigating actions if it were unclear what the cause was and the resulting impact of the risk. By 

capturing the Cause and Impact the Description of Risk will be clearly identified as a threat or 

opportunity in a risk register. 

It is important that we don’t just consider the risk symptoms but identify the risk cause.  We will 

consider the following in doing this.   

Risk Example of a threat description Example of an opportunity 
description 

Risk Cause Uncompetitive renumeration 
packages and over worked staff. 

Ongoing effects of the current 
economic climate are putting 
downward pressures on the price of 
labour and materials. 

Risk Event Failure to retain key employees. Enhancement of the pricing terms 
with key contractors for 
labour/material. 

Risk Impact Disruptions to services, increase in 
temporary staffing costs, increased 
pressure on recruitment team. 

Procurement savings, reduction in 
the cost of key projects. 
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We must consider internal and external risks.  These can be defined as: 

Internal Risks These should be able to be managed through internal controls and additional 
mitigation actions (e.g. contractor risks; health and safety; data security) 
 

External Risks These can be event driven which we need to make sure we are resilient to 
(e.g. emergency planning and business continuity; economic downturns; 
budgets/settlements; extreme weather; terrorist attacks; cyber-attacks) 
 

 

In the next step we look at how we assess risks. 

 

Step 2 - Assessment of Risks 

Once risks have been identified and described they need to be risk scored on the basis of the Impact 

of the risk occurring (or the opportunity being missed) and the Likelihood of the risk occurring (or 

the opportunity being missed) to produce a Risk Score based on your current knowledge.  The 

Council’s Descriptions for the Measures of Impact & Likelihood and (5 x 5) Risk Matrix can be found 

in appendix 5.  It is essential that we adopt a consistent approach to the assessment of Impact and 

Likelihood so that risks can be assessed consistently and compared across the Council.  This means 

we can analyse and evaluate our risks.  We apply this across corporate, operational and service risks.   

The process of assessing risks allows Risk Management actions to be prioritised.  If there are risks 

that are assessed as being Major (Catastrophic) or High (Critical), then these are where immediate 

attention and actions to manage the risks should be focussed.  The risks assessed as being Moderate 

or Minor may warrant further attention to manage the risks but are not as urgent as the Major 

(Catastrophic) or High (Critical) risks.  

Many of the risks assessed as being insignificant may warrant no further action as they have minor 

impact and/or are very unlikely to occur.  There may also be some risks that are very unlikely to 

occur but that would have catastrophic consequences for the Council.  For example, the complete 

failure of a major partner might be very unlikely, but if it were to occur, the impact could be 

catastrophic.  

 

Negative (Threat) Risk  Positive (Opportunity) Risk  

In managing a negative risk, we are aiming 

to see the Risk Score decrease.  

Conversely, in managing a positive risk we are 

aiming to see the Risk Score increase.  
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When we apply our 5 x 5 matrix to negative (threat) risks you see from the matrix below how users 

can be aware of risks in readiness for an appropriate response.  However, to prioritise and manage 

appropriately, this should be done in conjunction with the risk levels, categories and tolerances (set 

out below).  Here we want to decrease the likelihood and/or impact to minimise the negative 

outcomes.  Risk controls are explained in the next section.   

However, when we apply our 5 x 5 matrix to positive (opportunity) risks you can again see from the 

matrix below how users can be aware of risks in readiness for an appropriate response.  Again, to 

prioritise and manage appropriately, this should be done in conjunction with the risk levels, 

categories and tolerances (set out below).  Here we want to increase the likelihood and/or impact to 

maximise the positive outcome to meet our needs.  However, the description of impact will be 

different here (please see appendix 5).  The actions this time are likely to exploit opportunities, 

whereas with negative risks, the actions are likely to treat the risk and reduce the score.  Risk 

controls are explained in the next section.  We have changed the colours associated with the risk 

scores to avoid confusion.   

We have introduced Our Priority Prism to show the areas on our risk matrix where we need to 

prioritise our resources to address risks.  This applies to both threats and opportunities but must be 

used with our risk controls which are explained below.   
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Impact 
(Negative 
Risk) 

Major 
(Catastrophic) 

5 5 10 15 20 25 25 20 15 10 5 5 Exceptional 

Impact 
(Opportunity 
Risks) 

High  
(Critical) 

4 4 8 12 16 20 20 16 12 8 4 4 Major 

Moderate 3 3 6 9 12 15 15 12 9 6 3 3 Significant 

Minor 2 2 4 6 8 10 10 8 6 4 2 2 Moderate 

Insignificant 1 1 2 3 4 5 5 4 3 2 1 1 Minor 

 1 2 3 4 5 5 4 3 2 1  
Very 
Low/ 
Rare 

Unlikely Possible Probable 
Certain/ 
Almost 
Certain 

Certain Probable Possible Unlikely 
Very 
Low/ 
Rare 

 

Likelihood 
(Negative Risk) 

Likelihood 
(Opportunity Risks) 

 

 

  

 

 

 

 

Our Priority Prism – Is a way for us 

to focus resources and prioritise our 

actions to best address our risks. 
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To ensure we maximise our risk opportunities we will follow the following simple process.  This 

follows the principles of the six steps we are following in this policy.  At each step we will evaluate 

the position, we should not be afraid to stop if the opportunity no longer delivers the anticipated 

benefits.   

 

Decide 

• When we are setting and reviewing our strategic position and strategies 

• When we are setting and reviewing our business improvement plans (operational plans) 

• Have right discussions with the right people at the right time 

• Evaluate – Is this the right thing to do? 

Develop 

• When we are at the early stages of our planning 

• Use existing tools (e.g. Integrated Impact Assessment) 

• Don’t be afraid to ask the experts (including those external to the Council) 

• Make sure we use data to develop our option appraisals 

• Have right discussions with the right people at the right time 

• Evaluate – Is this still the right thing to do? 

Deliver 

• We will build this into our existing plans whether business improvement plans (operational 

plans) and/or corporate plans 

• We will monitor progress with our existing governance (e.g. Recovery, transformation and 

Improvement Steering Group) 

• We will create a monitoring process if required 

• We will build this into staff development plans (focus on my performance) if needed 

• Do we have the required resources? 

• Have right discussions with the right people at the right time  

• Evaluate – Is this still the right thing to do? 

 

 

 

Decide -
Visioning

Develop -
Planning

Deliver -
Implement
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Step 3 - Risk Control 

This step helps us understand the effectiveness of our risk management.  Our internal governance 

and internal audit team will help us determine this.  The Council has worked with SWAP (Internal 

Audit Services) in strengthening its risk management as part of the internal audit service.   

As part of our continuous improvement, we will carry our maturity assessments of our risk 

management.  This will also help how the Council strengthens its wider governance, a cross-cutting 

priority in the Council’s Recovery, Transformation and Improvement Plan.   

In terms of risk management, this approach will: 

• Ensure the integrity of our risk management process so that all risk levels (inherent and 

residual) are adequately covered.   

• Measure the effectiveness and efficiency of controls in place to mitigate (negative – threats) 

or exploit (positive – opportunity) risks.   

• Ensure resources are deployed to address risks, especially those with high value risk scores.   

• Target, monitor and audit activities towards important controls.   

 

Assurance 

Good Risk Management relies on a system of current and planned controls and we rely on those 

controls to manage and reduce threats and maximise opportunities. We need to be sure that current 

controls are in place and that planned controls are being implemented as planned; in other words, 

we need assurance on those actions. Against every control (or group of common controls) and every 

planned action (or group of common actions) there should be the source of assurance, ideally 

positive, that will demonstrate to those charged with accountability (Corporate Management Team, 

Audit Committee, etc) that the control is in place and working as it should or that implementation is 

going to plan and delivering as expected.  

Assurance can be derived from all aspects of work that deliver feedback. In other words, 

management information in the form of reviews, quality control and the oversight of deliverables. 

Appendix 7 provides a framework containing a number of examples of assurance providers.  Another 

useful model to consider sources of assurance is the Three Lines of Defence Model as shown in 

appendix 8. 

 

Risk-based Assurance Mapping 

An assurance map identifies all the different sources of assurance against each process or activity, 

allocates it to one of the three lines of defence and assesses whether it is good, bad or indifferent. It 

will then highlight both areas where more assurance is needed and areas which are over assured 

and where resources could be released.  

Internal auditors will typically use such a document to identify areas that do and do not need further 

audit activity while Management and Councillors could use such a map as a significant source of the 

assurance that they need so that operations are proceeding as anticipated.  Assurance maps can be 

adapted to use for risks by listing the controls against each risk instead of the process or activity and 

proceeding in the same way.  

Each level of assurance is given a heat (red/amber/green) rating to indicate its value as a control. 

The aim is not necessarily to have a whole document coloured green but to make sure that each 
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control has an adequate level of assurance, keeping gaps in assurance to a minimum.  Appendix 6 

provides an example.   

 

Step 4 – Respond 

The purpose of addressing risks is to turn uncertainty to the organisation’s benefit by constraining 

threats and taking advantage of opportunities. 

It is essential that consideration is given as to what should be done in relation to the identified risks 

or to allow the Council to take advantage of an opportunity. When deciding how to control a threat 

or opportunity there are four options available. The risk control measures to deal with a threat are 

commonly known as the 4 T’s; Tolerate/Accept, Treat/Manage, Transfer or Terminate/Eliminate the 

risk. The risk control measures have been extended to include the management of opportunity risks, 

as shown in the diagram below: 

            
STEP 1 

                                                       Risk Identification  

           

   STEP 2    

                                                                          Assessment of Risks  

  

            

   STEP 3    

                                                                                        Risk Control  

  

            

                                 Control Measures – Negative (threats) Risk & Positive (opportunity) Risk 

     

 

  

Negative (Threat) Risk Control Measures  

Tolerate/ 

Accept 
 

Treat/ 

Manage 
 

Transfer 
 

Terminate/ 

Eliminate 

Understand 
and live with the risk 

Mitigation, 
Impact & 

Likelihood 

Insurance, 
Alternative Service 

Delivery Model, 
Partnerships 

Avoid the risk 

Positive (Opportunity) Risk Control Measures 

Accept Enhance Share Realise/Exploit 

Do not directly 
influence opportunity 

Improve likelihood Collaborate to exploit 
opportunity 

Maximise likelihood 
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Risk Control Measures for Negative (Threat) Risks 

When considering any mitigation required to manage a risk, regard must be had to the 

proportionality of the cost of the mitigation to the cost impact if the risk occurs i.e. it would make no 

sense if the cost of the control exceeded the cost of the impact.    

The initial options are to either Tolerate/Accept the risk or Treat/Manage the risk: 

Tolerate/Accept the Risk - The Council intends to do nothing different to manage the risk identified 

above and beyond the normal management routines that are in place. Risks should only be accepted 

where Officers believe the risk is tolerable. 

The exposure may be acceptable without any further action being taken. Even if it is not acceptable, 

the ability to do anything about some risks may be limited, or the cost of taking any action may be 

disproportionate to the potential benefit gained. 

Treat/Manage the Risk - The risk is identified as unacceptable. Controls need to be put in place that 

effectively manages the risk and reduces the risk to an acceptable level (or in some circumstances 

reduce controls to bring the risk exposure to an acceptable level). 

As part of this thought process consideration must be given as to what action would need to be 

taken to reduce the Impact and/or Likelihood of an event occurring bearing in mind the costs and 

practicalities of those actions. The (5 x 5) Risk Matrix in appendix 5 help to determine your views. 

If the decision made is to Treat/Manage the risk, then the options available to you include the 

following: 

• Treat/Manage the Risk - As stated above this can include increasing the controls or reducing 

controls as considered appropriate bearing in mind the nature of the risk and what is cost 

effective and feasible. 

Controls can be: 

• Preventative, such as physically restricting access to hazardous chemicals, insisting on two 

signatories, ensuring segregation of duties exist within a system, implementing authorisation 

limits, or restricting levels of access on IT systems. These controls will help to stop the risk 

from occurring in the first place. 

• Detective, such as quality checks, alarms, exception reports, accident reports, financial 

reports such as budget monitoring reports, and reviewing insurance claims. These will show 

when something has gone wrong - perhaps a trigger event that can then alert you that the 

risk event is becoming more likely to occur.   

• Directive, such as procedure manuals, guidance notes, instructions and training. These 

advise on how to carry out processes safely. 

• Alternatively, you can Modify the risk as opposed to implementing further controls where 

you change the activity or the way in which it is carried out because adding control 

mechanisms would not help to reduce the Impact and/or Likelihood. 

The purpose of managing/treating risks is to optimise potential opportunities and minimise threats. 

This may involve changing: 

• The Likelihood of a risk, to increase it if the risk’s overall impact would be positive and 

decrease it if the risk’s overall impact is negative;  

• The Impact if the risk occurs, shifting these in a positive direction; and  
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• Both the Impact and Likelihood 

A number of measures to manage/treat a risk may be considered and implemented, either 

individually or in combination. 

• Transfer the Risk - The traditional approach is to transfer risks to an insurer e.g. legal 

liability, property, motor vehicle, etc. There are other examples such as service delivery 

being transferred to the private sector or delivered jointly with partners. Where this 

approach is being contemplated the issue of risk needs to be carefully considered, as it is 

often the case that some risk can be transferred whilst major risks such as responsibility for 

delivery of the service and the reputational risk remains with the Council.  

• Terminate/Eliminate the Risk - The risk is so serious that adding controls or modifications 

do not reduce the risk to an acceptable level. An option at this point could be to withdraw 

from the activity.  However, it is important to highlight that the option of avoiding an activity 

could be severely limited in the public sector, compared to the private sector, due to the 

obligation to provide certain services.  

 

Risk Control Measures for Positive (Opportunity) Risks 

Accept - In terms of opportunity Risk Management this has multiple meanings; do absolutely 

nothing and accept the risk and its full impact incurring no extra cost. If accepting that no further 

action or investment is needed, should greater emphasis be placed on the opportunity then other 

control measures will need to be instigated.  

Enhance - Enhancing an opportunity means that action is taken to increase the Impact, Likelihood or 

both.  

Realise/Exploit - The realisation of an opportunity ensures that potential improvements to an 

organisation are delivered.   

Share - Risks in a supply chain are shared on a pain / gain basis (equally applicable to threats). 

Further detail can be found above under the “Transfer the Risk” Heading.  

 

Step 5 - Risk Monitoring, Reporting & Reviewing 

You will now have undertaken the process of identifying your risks and assessed and scored them 

according to the Council’s (5 x 5) Risk Matrix. Having completed these stages, you will then have 

identified appropriate controls. The final stage of effective Risk Management is “Risk Monitoring, 

Reporting and Reviewing.” 

It is imperative that the Council monitors, reports and reviews upon Risk Management progress to 

ensure that the Risk Management Strategy is being effectively implemented and risks and 

opportunities are being appropriately managed and monitored. 

The Black, Red, Amber, Yellow and Green coding illustrated in the table in appendix 5 along with the 

(5 x 5) Risk Matrix show how risks have been assessed in terms of impact and likelihood and help to 

prioritise which risks need to be managed and addressed immediately and need monitoring by 

Corporate Management Team or Service Leadership Team level.  To avoid confusion, the Council 

applies a different order of colours and blue instead of black for opportunities (positive risk).   
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The position of the Major (Catastrophic)/High (Critical)/Moderate/Minor/Insignificant risks in the 

Council’s (5 x 5) Risk Matrix is based on the Council’s Risk Appetite. 

Managing risks is not just about identifying and assessing risks and putting controls in place to 

manage and mitigate the risks and seeking innovative solutions to challenges. Risks will constantly 

change and so a key stage of the Corporate Risk Management Process is risk monitoring, reporting 

and reviewing which can easily be forgotten. It is necessary to monitor action plans and to regularly 

report on the progress being made in managing threats, or taking advantage of opportunities, so 

that the achievement of outcomes is maximised, and losses are minimised. 

It is important that risk registers are kept up to date and accurate as this will form the means by 

which not only outcomes are being monitored but also how risks are being managed. 

All risks should be reviewed on an ongoing basis in line with the agreed process/frequency. Risks can 

change over time and therefore need close monitoring to ensure that suitable controls remain in 

place and are effective. All changes must be recorded and reported appropriately. 

Part of the monitoring process is also to provide the Corporate Management Team and Councillors 

with the information they need to manage risks.  Effective risk reporting should include the 

following: 

• Provide relevant and sufficient risk information in a timely manner that is user friendly and 

drives decision making and action.  

• Focuses on the most significant risks, ensuring adequate responses are assigned to the risk.  

• Once risk reports have been presented to management and/or Councillors that views and 

comments are reflected in an updated risk register.     

• Reporting of risks should provide management and Councillors with assurance that all risk 

exposures have been identified, assessed and mitigating controls evaluated. 

 

Relevance of Risk Management – Reporting and Decision Making 

The Council make many decisions, for example, that determine the allocation of resources, how they 

deliver services and what are the priorities for the future. In making decisions the wrong information 

or disregard for key uncertainties and risks could lead to ineffective decision-making and have a very 

negative impact on performance and reputation. The application of Risk Management principles into 

Cabinet and Council reporting ensures rigour, consistency and the most appropriate use of 

resources. It also delivers confidence, focus and transparency to the overall outcome. 

 

Aim of applying Risk Management Principles 

The aims of applying Risk Management principles to Committee Reporting are as follows: 

• Provide all Councillors with a common understanding of the risks and/or opportunities 

associated to either taking, or not accepting the recommendation(s).  

• Ensure that Councillors receive fuller, more objective information upon which to base 

decisions.  

• Ensure that report authors consider both positive and negative risks when writing reports.  

• Help to improve decision making, accountability, transparency and highlight any risks and/or 

opportunities that could have an impact upon the achievement of the Council's Priority, 

Strategic and Operational Outcomes.  
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• Help the Council to achieve greater embedding of Risk Management.  

• Deliver what we've planned to deliver, meet expectations and maximise performance.  

• Base our decisions on appropriate information, and ensure that they are sufficiently 

challenged within existing procedures.  

• Secure stakeholder buy-in to new initiatives.  

• Demonstrably justify resource allocation to internal and external stakeholders.  

• Demonstrate that Risk Management is inherent in key business decisions, thereby providing 

further assurance regarding the good governance and management of the Council. 

 

Decisions that Benefit from applied Risk Management Principles 

Whilst all decisions require scrutiny, there are certain key decisions which benefit from a more 

rigorous approach. Examples include: 

• The acquisition of property/physical assets.  

• Introduction of new services or change in the means of delivery.  

• Resource allocation.  

• Delivery of services in a different way.  

• Business process re-engineering.  

• Entering into joint ventures or collaboration of any kind (including shared services).  

• Projects and partnerships. 

 

Disadvantages of not applying Risk Management Principles 

The disadvantages of not incorporating Risk Management into Committee Reporting are that: 

• Councillors may continue to take decisions without a full understanding of the relevant 

threats and/or opportunities.  

• Future decisions may be called into question via complaints, Governance and Audit 

Committee, Judicial Review, etc. without suitable means to justify the decision taken. 
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Review of Risk Registers 

As part of the monitoring arrangements, it is essential that risk registers are reviewed and consider 

the following: 

Go through the existing risks (Threats and 
Opportunities) listed in the risk register to 
consider whether each is:  
  

• Still valid.  

• If the situation has changed in the interim 

period regarding the mitigating 
actions/controls you already have in place or 
if it stays the same.  

• Record descriptions of any further mitigating 

actions that are being carried out now. • 
Move any actions if they have been 
implemented and update the risk register as 
necessary.   

• Use the Impact and Likelihood definitions to 
determine if the Risk Scores are still 
appropriate.  

• Decide if any risks should be closed, and if so 

record the reason for this decision and what 

has happened to the risk. 

Identify if any new or emerging risks (Threats and 
Opportunities) have arisen, for example:    
  

• From an adverse or positive event.  

• By something new happening within the service, 
project, partnership e.g. a new partner 
organisation to work with, a new project starting, 
a new or different way of delivering services, new 
funding streams or grants becoming available.  

• As a result of ongoing management review, e.g. 
budget pressures have been identified, 
unexpected demand for a service, etc.  

• From changes in Legislation. 

 

Previously identified risks will change over time; some may become less of a hazard e.g. staff may 

require training and once the training has taken place the risk will reduce. Alternatively, some risks 

may become more likely if a key milestone is approaching, such as the end of a funding stream.    

When the current controls and proposed improvement actions of an existing risk have been 

implemented it would be appropriate to reassess the risk score using the (5 x 5) risk matrix.   

It may be appropriate to close risks, however, when risks are closed from a risk register, there should 

be a record of the reasons for this decision and what has happened to the risk e.g. it has been 

removed at a corporate level but has been passed to a service to manage.  

Although the exact process used will differ between management teams, the above illustrates how 

Officers may wish to approach the review. 

 

Risk Escalation 

There may be instances where risks cannot be mitigated further and there is a need to escalate the 

risk i.e. Service to Corporate Risk Register or Project Risk to Programme Level. Fundamental to 

escalating any risk is to communicate why the risk is being escalated and an explanation as to why 

the risk cannot be managed and contained within the current risk register. Risk escalation to a more 

senior group should result in a decision being made regarding the appropriate course of action to be 

taken to mitigate the risk. 
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The Council’s Corporate Risk Register is prepared using a combination of the following risk sources: 

• Corporate Risks that were identified in the previous year's Corporate Risk Register. 

• An analysis and grouping of:  

• The identified risks that have been scored 12 or above in the Director and Service Risk 

Registers. 

• The identified issues in the Director and Service Risk Registers. 

• Risk Identification Workshops for Corporate Management Team and Councillors. 

 

Corporate Risk Register 

The Council’s Corporate Risk Register is an essential part of the Council’s Corporate Risk 

Management Process that has been described in Section 2 of this Risk Management Strategy.   

The Corporate Risk Register is a Risk Register which allows the Council to focus on managing and 

mitigating the key Corporate Risks that could prevent the Council from delivering its priorities. The 

Council defines Corporate Risks as follows: 

“Significant threats to the achievement of the Council’s Priorities.”  

“Potential opportunities that may better enable delivery of the Council’s Priorities.”  

 “Other significant risks that would have an impact beyond any one service area and/or are of such 

significance that they need to be monitored corporately that have not been identified as 

Priorities.” 

The Corporate Risk Register is created using risks identified from the Council’s Corporate Plan, Risk 

Registers, the Risk Management Workshops held for Corporate Management Team and Councillors 

and the Annual Governance Statement (AGS).  

The Corporate Risk Register includes current and future control measures in place and links the 

Corporate/Strategic Risks with Operational Risks.  

Each Corporate Risk is allocated to a Lead Director who should have action plans in place to manage 

each identified risk. These should be monitored by the Corporate Management Team, Cabinet and 

Scrutiny with periodic updates for Audit Committee. Progress should also be fed back at the relevant 

Service Management Boards.  

In addition, Cabinet Members are also allocated to each of the Corporate Risks in the Corporate Risk 

Register. 

Councillors need to satisfy themselves that sufficient progress is being made in following action 

plans to manage the identified risks. Cabinet, Scrutiny and Audit Committee Councillors should 

perform this role in the respective Committees and as members of the Service Management Boards.  

As part of the risk monitoring and reporting process Audit Committee also invite Directors to attend 

periodically on a rolling programme basis to report on progress in managing their Corporate Risks.  

To support the management of each Corporate Risk, Team Members and Key Partners are also 

identified within the Corporate Risk Register.  

It is the responsibility, however, of each Lead Director to ensure progress in managing the Corporate 

Risks in line with the agreed process/frequency for risk monitoring, reviewing and reporting. 
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Step 6 – Aggregate and Integrate 

We will use this Strategy/Policy document and the Council’s Corporate Risk Register to inform our 

strategies and wider governance.  This will also support how we apply the sustainable development 

principle in the Well-being of Future Generations (Wales) Act (the five ways of working and how we 

are more effective, efficient and economical (as set out the Local Government and Elections (Wales) 

Act).   

The Council has built risk into its corporate dashboard to create internal visibility and accountability 

regarding risk management.   

When reviewing our Corporate Well-being Plan and Recovery, Transformation and Improvement 

Plan (two key documents for the Council) understanding our risks and how we mitigate or exploit 

them adds further robustness to our plans and governance.  This will be especially true to how we 

respond to wicked issues such as recovering from the coronavirus pandemic and tackling poverty 

across the County Borough.  We can also use risk management in how we assess value-for-money 

and how we invest-to-save.   

The advantages of taking this approach are below: 

• This sets the scene for risk management across the Council, including strengthening our risk 

culture. 

• Information flows between strategic and service/operational working, including partnership 

working/collaboration and project management. 

 

Integrated Impact Assessment 

Our updated Integrated Impact Assessment (IIA) plays a key role in how we assess the impact on 

these 7 national well-being goals as well as other parts of the Act, protected characteristics, Welsh 

language, biodiversity and resilience of ecosystems and socio-economic disadvantage.  The IIA also 

requested that data is used as part of the assessment along with how communication and 

engagement has been undertaken (where required).  As such this information and data can be used 

to inform risk management and risk management can be used to inform the development of IIAs.   

 

Programme and Project Risk Management 

Risk Management is integral to the successful delivery of programmes and projects. This is clearly 

recognised in the Council’s Project Management Framework for use by all those involved in project 

planning and delivery across the Council. 

Risk Management is a key element of the Project Management Framework to ensure that Risk 

Management is incorporated into all levels of programmes and projects across the Council. The Risk 

Management element of the Project Management Framework focuses on identifying: 

• The potential risks of failing to implement the project.  

• Any potential negative consequences of implementing the project.  

• Any potential barriers to implementing/delivering the project. 

 



 

 30 

Partnership Risk Management 

Working in partnership usually means that organisations will commit resources, which may be 

significant, in terms of officer time or direct financial funding to develop and then deliver the desired 

outcome. It is therefore essential that all of the partners identify, understand and manage their role 

in the partnership in the most appropriate way. Part of this process should involve identifying the 

risks, or what might go wrong, preventing the partnership from achieving its objectives. If this is 

done properly, and at the start of the process, there is a much better chance that the partnership 

will be successful and all parties enjoy a win/win outcome. It doesn’t matter if the partnership is 

small, involving only two parties, or a large and complex multi-agency arrangement; the same 

principles apply. 

Risk Management is not about risk avoidance – it is about taking managed risks. You can use Risk 

Management as a common language for managing a partnership, checking that it’s working, and 

ensuring that the service recipients are gaining from all your effort.  

Successful Risk Management enables partnerships to effectively manage strategic decision-making, 

service planning and delivery to safeguard the wellbeing of its stakeholders and is crucial to the 

achievement of its objectives and outcomes.  

Effective Risk Management is one of the principle elements of corporate governance. The process 

involves identification, analysis, control and monitoring of risks and the maximisation of 

opportunities that can impact on the partnership’s aims, objectives and outcomes. It is therefore 

important that adequate Risk Management arrangements are in place.  

Partnerships bring opportunities to develop and deliver services that we might not otherwise be able 

to do on our own. However, they also bring an extra dimension to the risks we face. This is because 

our partners may generate risks of their own, over which we will have little or no control.  

In the context of partnerships, risk is as much about identifying factors which influence the success 

of the relationship as it is about avoiding those that may have negative consequences. 

It is important to remember that Risk Management is not about saying "No, we can't do that;" but is 

about finding the best way to ensure that we can safely achieve our objectives and outcomes. This is 

done through identifying potential threats and putting in place the necessary actions to prevent 

them from happening or mitigating their negative effects if they do. It is also about seeking out 

potential opportunities and managing them effectively to deliver success. Risk Management is 

therefore a positive planning and control tool, not a barrier to delivery.  

 

Partnership Risk Management Toolkit 

A Partnership Risk Management Toolkit has been developed that will set out some tools which can 

be used to determine the significance of partnerships, identify and analyse the risks both of going 

into and staying out of partnerships, and manage those risks. The Toolkit is available on the Council’s 

Intranet.  

Risk Management should be seen as an integral part of the partnership process, which needs to have 

resources devoted to it, as with any other areas of work, if it is to be successful. Resources for 

managing the risks should be agreed at the outset, based on the risk prioritisation.  

The techniques to identify risks and develop methods to record and manage them will depend on 

the type and complexity of the partnership, but it is vital that all partners are involved at the start. It 
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is important to ensure that all partners’ risks are recognised and included in joint risk registers, 

which are shared and regularly reviewed and updated by all the partners. 

The Partnership Risk Management Toolkit aims to provide a framework for identifying and managing 

the risks associated with creating, establishing, managing and delivering successful partnerships, by 

ensuring that: 

• The interests of the Council, its staff, stakeholders and citizens are protected when entering 

into partnerships.  

• Assurance is being provided that the risks associated with working in partnership have been 

identified and prioritised.  

• Risks are being appropriately managed to ensure the partnership’s objectives and outcomes 

are successfully achieved and delivered.  

• The partnership has effective Risk Management arrangements in place to manage those 

risks within the partnership and individually.  

• Partners are aware and understand the nature and extent of the risks they face individually 

and in partnership working. 

 

The Toolkit will also bring the following benefits to the Council, as identified by CIPFA best practice: 

• A common understanding by all partners of the threats and opportunities and how they will 

be managed.  

• An environment that allows the partnership to anticipate and respond to change.  

• Encourages forward thinking, thus minimising unwelcome surprises and prevent damage, 

loss and cost of the risks to all partners.  

• Increases visibility - involves all partners raising risk awareness and enhances accountability.  

• Enhances communication which, in turn, improves the basis for strategy setting, 

performance management and decision making.  

• Adds realism - so gives a better basis for allocation of resources and enables the delivery of 

better services. 

 

Risk Management - Training and Awareness 
 

Risk Management e-Learning Module 

The Council has developed a Risk Management e-Learning Module through Bob’s Business.  

The Risk Management e-Learning Module addresses the importance of Risk Management and 

illustrates how it supports an organisation in achieving its objectives. The Module will also help to 

further develop a clear understanding and knowledge of Risk Management across the Council so 

that Councillors and staff recognise and incorporate Risk Management as part of their role. 

The Module covers the following areas and at the end of the training session there is a multiple-

choice quiz: 

• An introduction to Risk Management.  

• The benefits of Risk Management.  

• The key elements of the Risk Management Process.  

• The 4 T’s of Risk Management (Tolerate, Treat, Transfer and Terminate).  

• Roles and Responsibilities relating to Risk Management. 
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Other Risk Management Training 

Risk Management training is provided to the Corporate Management Team, Senior Leadership 

Team, Operational Managers/Team Managers and Councillors through the Corporate Risk 

Management Process via: 

• Periodic Corporate Management Team and Councillor Risk Management Workshops.  

• The Council’s Corporate Risk Management Process and Performance Management 

Framework.  

• Service Management Boards.  

• Corporate Management Team.  

• Governance and Audit Committee.  

• Cabinet. 

 

Periodic training is provided on key risk issues by, for example, the Council’s Insurers and Brokers.  

Where information is received within the Risk Management function which has relevance to a wider 

audience, this is distributed to interested parties.  

Risk management also features in the Council’s staff and Member induction programmes. 

Additionally, should Risk Management training be required managers can contact the Policy and 

Improvement Section or HR Team to arrange this. 

 

Risk Management Roles and Responsibilities 
A general principle of Risk Management is that risks should be the responsibility of those best able to 

control them, so it is important to be clear about who this means and that they understand their 

responsibility for ensuring that further action identified is undertaken.  

It must be recognised by all staff that risk is not just the responsibility of Councillors, the Chief 

Executive, Directors, Heads of Service and Operational/Team Managers. 

“The management of risk is the responsibility of all staff.” 

If staff are aware or become aware of practices that expose anyone, including customers, staff or the 

Council to a significant risk, then they have a duty to raise that concern with their manager.  If they 

are not satisfied with the action taken, they should contact another Senior Manager, Head of 

Service, the Director of Governance and Resources, a Trade Union representative or use the avenues 

outlined in the Council’s Whistleblowing Policy 

Managing risk is a core responsibility for the Chief Executive, Directors, Heads of Service and 

Operational/Team Managers in close liaison with Councillors.  All Directors, Managers, Councillors 

and employees have a part to play in the Corporate Risk Management Process and everyone must 

be clear as to their roles and responsibilities. 
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Role  

  
Responsibilities  

  

Councillors/ 
Council  
  
  

The ultimate responsibility for Risk Management within the Council rests with Councillors. The role is summarised below:  

• Oversee the effective management of risk by Officers and Cabinet Members of the Council.  

• To gain an understanding of Risk Management and its benefits.  

• Consider the risks associated with proposals put forward in committee reports when making decisions recommended within the reports.  

• Require Officers and Cabinet Members to develop and implement an all-encompassing approach to Risk Management.  

• Responsible for effective governance in the delivery of services to the local community.  

• Take a full part in the Corporate Risk Management Process as members of the Service Management Boards, Scrutiny, Governance & Audit 
Committee, Cabinet and Full Council.  

Cabinet  
  

• The Cabinet is allocated responsibility for overseeing Risk Management.  

• Responsibility for monitoring progress in managing and mitigating the Corporate Risks that have been identified in the Council’s Corporate Risk 
Register.  

• Ensuring risks are considered as part of every Cabinet report decision.  

• Monitoring the effective management of risk in their Portfolio, particularly areas of poorer managed risk.  

Governance and 
Audit  
Committee  
  
  

• Provide a high-level focus on assurance and the Council’s arrangements for governance, managing risk, maintaining an effective control 
environment, and reporting on financial and non-financial performance.  

• Consider the effectiveness of the Council’s Risk Management arrangements.  

• Seek assurances that action is being taken on risk-related issues.  

Scrutiny  
  
  
  

• In their role of scrutinising decisions taken by Cabinet, Scrutiny Members should ensure that associated risks have been taken into account.  

• Escalating risks to Cabinet and Council as appropriate.  

• Use the Corporate Risk Register to inform the Scrutiny work plan and where appropriate the “call in” of key risks and action plans.  

• Bringing potential risks that may not have been previously identified to the attention of Corporate Management Team/Director/Heads of 

Service as appropriate.  

• Making specific recommendations regarding risk and undertaking reviews/investigations as necessary.  

• Holding Cabinet Members, Senior Officers and partner organisations to account for the Risk Management of those matters for which they are 

responsible.  
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Councillor  
Risk  
Management  
Champion 

In order to emphasise the importance of Risk Management, the Deputy Leader, is the Councillor Risk Management Champion. The role includes:  
  

• Championing the operation of effective Risk Management across Council.  

• Playing a key role in driving Risk Management forward to raise its profile and benefits amongst all Councillors and staff within the Council.  

• Ensuring that the Council makes informed decisions having considered Risk Management in the decision-making processes.  

Chief  
Executive  

It is important that the Chief Executive is the clear figurehead for implementing the Risk Management Strategy and he has made a full commitment 
to this in the Foreword along with the Leader of the Council.    
  
The Chief Executive also has a pivotal role to play as a member of the Corporate Management Team of the Council to ensure that the Risk 
Management Strategy is fully implemented and supported and takes an active role in monitoring the identified significant risks facing the Council. 
The Chief Executive will also ensure that:  

• Effective systems of Risk Management and internal control are in place to support the corporate governance of the Council, including the 
consideration of risk in all strategic decision making.  

• Overall responsibility and accountability for leading the delivery of an effective Council-wide Risk Management approach.  

• The Corporate Risk Register and Service/Operational Risk Registers are subject to regular review.  

• Attend Governance & Audit Committee on a rolling programme basis to report on progress in managing Corporate Risks.  

• The management structures and systems necessary to implement Risk Management are established and a culture of openness and honesty is 

promoted within the Council.  

• Directors are nominated to have overall responsibility for Risk Management within their service areas.  

• Appropriate Risk Management Policies are approved by the Cabinet and Full Council, and that measures for implementing the procedures are 
established, maintained and monitored.  

• Policies and procedures are subject to regular scrutiny by Internal Audit in order to compile the Annual Governance Statement.  

• The overall strategies and programmes for improving Risk Management are developed and implemented.  

• Adequate funding for Risk Management issues is provided.  

• An effective Risk Management training programme is set up for all relevant staff.  

• Risk assessments are prepared and comprehensive risk profiles/action plans developed so that a Corporate Risk Register is monitored and 
maintained.  

• Risk Management is a regular agenda item at Corporate Management Team.  
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Directors  Directors are instrumental in setting the “tone at the top” for Risk Management, delivering the Risk Management Strategy and promoting the 
integration of Risk Management into the culture of the Council. Directors are accountable to the Chief Executive for ensuring implementation of 
Risk Management within their Directorate and will ensure that:  
  

• The Council manages risk effectively and complies with all statutory obligations and the standards set by Councillors, Welsh Government and its 
Regulators and Inspectors.  

• The Risk Management Strategy is implemented.  

• The effectiveness of the Risk Management Strategy and arrangements for its implementation are regularly reviewed.  

• They contribute towards the identification, assessment and management of Corporate Risks and cross cutting risk issues and opportunities 
facing the Council.  

• Attend Governance & Audit Committee on a rolling programme basis to report on progress in managing Corporate Risks.  

• Hold Heads of Service and Managers to account for the management of risks in their areas of responsibility.  

• They plan for how the Council will respond to significant risks that could arise, including the management of a crisis.  

• The need for additional funding or other resources, as a result of undertaking risk assessments, is identified.  

• Risk assessments and risk profiles/action plans are completed, and risk registers are maintained.  

• That Heads of Service within the Directorate are competent in fulfilling their duties and are aware of their responsibility for Risk Management.  

• Reporting on Risk Management to key stakeholders.  

• Incorporating Risk Management into the Council’s Performance Management Framework, Performance Management and Quality Assurance, 
Self-Evaluation/Quarterly Performance Improvement Review, business planning, change management and all levels of programmes, projects 
and partnerships.  

• Risk Management is a regular agenda item at Service Management Board meetings and that the links with other Directorates are correctly 

identified and managed.  

• Ensuring that risk is given due consideration in all management processes.  

• Ensuring that risks identified within their Directorate are managed at an appropriate level, including escalation to a corporate level where 
appropriate.  
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Corporate  
Management  
Team  

• Setting the Council’s Risk Appetite.  

• Provide a strategic lead in ensuring that the Council manages risk effectively and complies with all statutory obligations and the standards set 
by Councillors, Welsh Government and its Regulators and Inspectors.  

• Providing direction and receiving assurance on the effectiveness of the Council’s Risk Management arrangements.  

• Allocate sufficient resources to address Corporate Risks.  

• Create an environment and culture where Risk Management is promoted, facilitated and appropriately undertaken within the Council.  

• Identify new and emerging risks and address them through the control environment identifying any future mitigating actions.  

• Owning and leading the Corporate Risk Management Process.  

• Ensuring that risk is given due consideration in all management processes.  

Heads of  
Service  

They will ensure that all staff within their areas of responsibility are aware and understand the requirements of the Risk Management Strategy.  
Heads of Service will:  

• Ensure that risk is effectively managed within all areas of their service.  

• Maintain awareness of and promote the approved Risk Management Strategy to all staff.  

• Hold colleagues to account for the management of risks within their areas of responsibility.  

• Attend Scrutiny and Service Management Board meetings to report on their service/operational risks.  

• Ensure that risk assessments and risk profiles/action plans are completed and risk registers are maintained.  

• The need for additional funding or other resources, as a result of undertaking risk assessments, is identified.  

• Report in a systematic and timely way to Corporate Management Team any perceived new or emerging risks, near misses or failures of existing 

control measures.  

• Provide assurance on the effectiveness of controls in place to manage/mitigate/reduce risks within their areas of responsibility.  

• Ensure that Risk Management is a regular agenda item at Service Management Board meetings.  

• Ensure that risk is given due consideration in all management processes.  

• Ensure that risks identified within their service(s) are managed at an appropriate level.  

Service  
Management  
Boards  

• Play a fundamental role in delivering the strategic direction of both the Directorate and the Council by ensuring that Risk Management forms a 
regular part of the agenda.  
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Operational/  
Team  
Managers  

They will ensure that all staff within their areas of responsibility are aware and understand the requirements of the Risk Management Strategy. 
Operational/Team Managers will:  

• Ensure that risk is effectively managed within all areas of their service.  

• Maintain awareness of and promote the approved Risk Management Strategy to all staff.  

• Hold colleagues to account for the management of risks within their areas of responsibility.  

• Ensure that risk assessments and risk profiles/action plans are completed, and risk registers are maintained.  

• Ensure that Risk Management is a regular agenda item at Team Management Meetings.  

• Report in a systematic and timely way to Service Management Board any perceived new or emerging risks, near misses or failures of existing 
control measures.  

• Provide assurance on the effectiveness of controls in place to manage/mitigate/reduce risks within their areas of responsibility.  

Director of 
Governance and 
Resources  

• Provide a strategic lead for the management and implementation of the Council’s Risk Management Strategy.  

Manager 
responsible for 
Corporate  
Risk 

• Coordinate and support the implementation of the Council’s Risk Management Strategy.  

• Provide a lead in ensuring the provision of a Risk Management Service which promotes, integrates and embeds Risk Management across the 

Council so that threats and opportunities are identified, evaluated, managed and monitored to enable the Council to achieve its priorities.  

Internal Audit  • Focus the Internal Audit work on the most significant risks facing the Council, as identified by the Corporate Risk Management Process.  

• Audit and review the effectiveness of internal controls and action plans aimed at managing and addressing risk.  

• Provide an independent review and assurance of the corporate approach to Risk Management.  

Employees  • Maintain an awareness and understanding of Risk Management and contribute to risk control and development processes where appropriate.  

• Understand the risks that relate to their roles and activities and how the management of risk helps them to achieve their own goals and 
objectives.  

• Identify and manage risks effectively in their role.  

• Report in a systematic and timely way to management any perceived new or emerging risks, near misses or failures of existing control 
measures.  

• Undertake their duties within Risk Management guidelines.  
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Health and Safety, Emergency Planning and Insurance 
The Council takes a collaborative approach to risk management.  This section sets out how the 

Health and Safety function (within the HR team), the Emergency Planning and Business Continuity 

function (within the Regulatory Services Section) and Insurance (within the Finance Section) all work 

together by applying their skill sets to manage risk.   

Health and Safety 

The Health and Safety at Work Act ensures that working practices are adhered to, not only 

employees but any contractor working in the Council buildings.  The well-being of employees is 

paramount in the workplace, now more than ever.  The emerging risk that may not be seen for 

between 2-5 years around mental health as the effects of the coronavirus pandemic is a risk we are 

monitoring closely and putting steps in place to mitigate this.  An example is our Healthy 

Organisation Programme which forms part of our Corporate Well-being Plan and RTI Plan.  In this 

programme, initiatives such as well-being sessions are available to staff, with additional training for 

managers.  Mental health first aiders are being recruited from across the Council.   

Good health and safety also ensures that the Council buildings are compliant for DDA requirements.  

This includes the working environments for employees, ensuring the workspace is adequate for 

example, with desks and monitors set up correctly for each individual.   

Health and safety measures also assist in staff retention, part of the Corporate Risk for Capacity.  

Making sure we provide the correct working environment and consideration of staff need forms part 

of the mitigation of the Capacity Corporate Risk. 

Emergency Planning and Business Continuity 

Business Continuity Management (BCM) is defined as a holistic management process that identifies 

potential impacts that threaten an organisation and provides a framework for building resilience 

with the capability for an effective response that safeguards the interests of its key stakeholders, 

reputation and value creating activities. Its primary objective is to allow the Council’s managers to 

continue to manage their business under adverse conditions, by the introduction of appropriate 

resilience strategies, recovery objectives, business continuity and incident management plans in 

collaboration with, or as a key component of, an integrated risk management initiative. 

In order for Merthyr Tydfil County Borough Council to ensure that it can continue to deliver its 

business activities within an acceptable timeframe following a disruptive event, the Council will: 

• Ensure statutory obligations and policy objectives are met; 

• Seek to improve overall business resilience; 

• Ensure that adequate business recovery arrangements and plans are in place; 

• Safeguard its employees, clients or service users, members, pupils, tenants and all 

stakeholders to whom the council has a duty of care; 

• Support the quality of the environment; and 

• Preserve and promote the reputation of the Council. 

Merthyr Tydfil County Borough Council recognises that under the Civil Contingencies Act 2004 (CCA 

2004), we must plan and prepare for incidents that could have an adverse effect on the ability to 

deliver our key services to the people of Merthyr Tydfil.  The policy sets out how Merthyr Tydfil 

County Borough Council, through the application of the BCM principles, will meet the statutory 

requirements of the CCA (2004) and work towards BS25999-2 alignment.   
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The policy also details our commitment to the promotion of BCM to local businesses and the 

voluntary sector to enhance the resilience of our town. By doing this we ensure that we plan to 

ensure we are in the strongest position possible to succeed when challenges disrupt the essential 

day to day running of the borough. BCM is also a legal requirement under the CCA (2004) which we 

must adhere to. 

Insurance 

Insurance is a key element of effective risk management.  By insuring its assets, finance etc. the 

Council has assurance that if an event with negative impacts for the Council were to occur, then our 

insurance work would safeguard the Council from considerable loss.  Insurance is only one part of 

the Transfer treatment of risk.  Through adequate insurance, the Council can have trust in the 

decisions it makes.  It is becoming more difficult to find insurance of adequate cover as the word 

economy and geo-political unrest continues, this in itself is a risk, especially considering the longer 

term.  It is now more important than ever to have the detail and governance to provide confidence 

to insurers to gain the required insurance.  For example, by undertaking surveys on properties to the 

correct value will assist in obtaining the right premiums. 

 

Risk Appetite 

Why do we need a risk appetite? 

We want to ensure we are best placed to deliver our objectives and priorities to achieve our 

approved outcomes for our residents of Merthyr Tydfil.  One way to do this is to continue to 

strengthen our governance.  In short this means we are able to work in a way that allows informed 

decision making, set outcomes and allocate resources, understand risks and performance, have clear 

rules with accountability and transparency.   

By knowing our risk appetite, we are in a far better position to understand how much risk we are 

willing to take on, accept, tolerate or will be exposed to it pursuing our objectives and outcomes.  

This enables the Council to make better informed management decisions through defining the 

optimal position it is willing to take regarding risk. 

As set out in best practice, our risk management framework will benefit through strengthening it risk 

appetite approach.  Experts from across risk management have worked together to develop the ‘Risk 

Appetite Guidance Note’ produced by the Government Finance Function (August 2021), linked to the 

‘Orange Book – Management of Risk, Principles and Concepts (2020)’.  This sets out the benefits of 

setting an effective risk appetite: 

• “Supporting informed decision-making 

• Reducing uncertainty 

• Improving consistency across governance mechanisms and decision making 

• Supporting performance improvement 

• Focusing on priority areas within an organisation 

• Informing spending review and resourcing prioritisation processes.” 
Risk Appetite Guidance Note, Government Finance Function, 2021 

This will inform our decision making, planning, how we do things, review them and improve as a 

result.  As we have said in this document, knowing our risk appetite, together with strong risk 

management, we can improve how we apply the 5 ways of working (set out by the Well-being of 

Future Generations (Wales) Act 2015, the key principles of the Social Services and Well-being 

(Wales) Act 2014 and 3 overarching principles (focus on economic effects, effectiveness and 
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efficiency) of the Local Government and Elections (Wales) Act 2021.  Wider assessments such as our 

integrated impact assessments (IIA) will be better informed by using our risk appetite coupled with 

data.   

 

 

What is Risk appetite? 

Risk appetite is defined as the following by the Institute of Risk Management (IRM): 

“The amount of risk that an organisation is willing to seek or accept in the pursuit of its long term 

objectives.” 

Risk Appetite & Tolerance Guidance Paper, Institute of Risk Management, 2011 

This means that as a Council we are able to define and understand the level of risk we are willing to 

take, accept, tolerate or will be exposed to as we deliver our objectives and outcomes.   

The IRM uses the following definition for risk tolerance:  

“The boundaries of risk taking outside which the organisation is not prepared to venture in the 

pursuit of its long-term objectives. This is where the public sector tends to concentrate its 

attention. A Treasury Management Strategy that rules out certain investment options is an 

example of stating a risk tolerance.” 

Institute of Risk Management 

 

Risk Appetite basically means the level of risk that an organisation is prepared to tolerate before it 

takes protective action.  The decision to accept a risk is based partly on a view of the tolerance level 

of that particular risk. One of the objectives of this Strategy/Policy is to help the Council view risks in 

a consistent way across all service areas and ensure the Council has a balanced Risk Appetite.  The 

Council has a risk tolerate of a one step higher risk score for risk appetite levels of cautious, open 

and eager (unless the risk action is tolerate).   

It is increasingly important for the Council to identify innovative solutions and to explore new 

approaches in carrying out its operations.  Such opportunities will naturally bring new risks, both 

specific to the opportunity identified and in a wider context to the Council.  The Council’s Risk 

Appetite in relation to the opportunity needs to be assessed and value for money decisions taken to 

decide the cost appropriate to incur to achieve a certain level of control in respect of that risk.  The 

Council is not risk averse but will accept risk at a tolerable level that is acceptable to the Council’s 

Risk Appetite. 

Only in extreme circumstances will it be found that value for money can be achieved by the total 

elimination of risk from any given situation. It is more likely that limited Risk Management controls 

combined with monitoring of remaining exposures will achieve a value for money situation. 

The Corporate Management Team has developed the Risk Appetite.  This has been challenged by the 

Council’s Scrutiny function, the Governance and Audit Committee, Internal Audit (SWAP – Internal 

Audit Services) and peer challenge (through SWAP and ALARM Risk Management Membership).   
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What are our risk categories and level definitions? 

To establish our risk appetite, we will set out a set of statements and a summary.  Due to the various 

services, duties and types of risk we have as a Council it is difficult to just set a single risk appetite 

statement.   

To develop our risk appetite statements we have established risk categories and risk appetite levels. 

Our risk categories are based on guidance from the Orange Book.  We have tested these with the 

Corporate Management Team and Cabinet against the requirements of the Council.  This will be 

reviewed regularly in line with our Corporate Risks.  Any changes will be recorded in the Council’s 

Risk Management Strategy/Policy.   
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Risk Categories 

Strategy Risks 

Risks arising from identifying and pursuing a strategy, which is poorly defined, is based on flawed or inaccurate data or fails to support the delivery of 
commitments, plans or objectives due to a changing macro-environment (e.g. political, economic, social, technological, environment and legislative change). 

Governance Risks 

Risks arising from unclear plans, priorities, authorities and accountabilities, and/or ineffective or disproportionate oversight of decision-making and/or 
performance. 

Operations Risks 

Risks arising from inadequate, poorly designed or ineffective/inefficient internal processes resulting in fraud, error, impaired customer service (quality and/or 
quantity of service), non-compliance and/or poor value for money. 

Legal Risks 

Risks arising from a defective transaction, a claim being made (including a defence to a claim or a counterclaim) or some other legal event occurring that 
results in a liability or other loss, or a failure to take appropriate measures to meet legal or regulatory requirements or to protect assets (for example, 
intellectual property). 

Property Risks 

Risks arising from property deficiencies or poorly designed or ineffective/ inefficient safety management resulting in non-compliance and/or harm and 
suffering to employees, contractors, service users or the public. 

Financial Risks 

Risks arising from not managing finances in accordance with requirements and financial constraints resulting in poor returns from investments, failure to 
manage assets/liabilities or to obtain value for money from the resources deployed, and/or non-compliant financial reporting. 

Commercial Risks 

Risks arising from weaknesses in the management of commercial partnerships, supply chains and contractual requirements, resulting in poor performance, 
inefficiency, poor value for money, fraud, and /or failure to meet business requirements/objectives. 

People Risks 

Risks arising from ineffective leadership and engagement, suboptimal culture, inappropriate behaviours, the unavailability of sufficient capacity and 
capability, industrial action and/or non-compliance with relevant employment legislation/HR policies resulting in negative impact on performance. 

Technology Risks 

Risks arising from technology not delivering the expected services due to inadequate or deficient system/process development and performance or 
inadequate resilience. 

Information Risks (Information Management & Data) 

Risks arising from a failure to produce robust, suitable and appropriate data/information and to exploit data/information to its full potential. 
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Security Risks 

Risks arising from a failure to prevent unauthorised and/or inappropriate access to key government systems and assets, including people, platforms, 
information and resources. This encompasses the subset of cyber security. 

Project/Programme Risks 

Risks that change programmes and projects are not aligned with strategic priorities and do not successfully and safely deliver requirements and intended 
benefits to time, cost and quality. 

Reputational Risks 

Risks arising from adverse events, including ethical violations, a lack of sustainability, systemic or repeated failures or poor quality or a lack of innovation, 
leading to damages to reputation and or destruction of trust and relations. 

Safeguarding Risks 

Risks arising from failure to fulfil statutory obligations leading to being unable to safeguard children and/or adults (including Council staff).   
Based on the Risk Appetite Guidance Note, Government Finance Function, 2021 

Following identifying our risk categories, we now need to understand our risk appetite level definitions.  Again, we are using those stated in the ‘Risk 

Appetite Guidance Note’ (Government Finance Function, 2021).  We have applied our risk score matrix to establish the associated risk score.   

Risk Appetite Level Associated Risk Score 

Averse 1 to 5 

Minimal 6 to 10 

Cautious 11 to 15 

Open 16 to 20 

Eager 20 to 25 

 

In terms of associated risk scores and colours, this can be viewed as the opposite of the traditional risk 5x5 matrix.  This is because we are looking at our 

appetite, and the less appetite the lower risk score we want.  Conversely, if we have an eager risk appetite, we are willing to have a higher risk score.   

We have used what the ‘Risk Appetite Guidance Note’ (Government Finance Function, 2021) sets out in a matrix that cross references risk appetite level 

definitions and risk categories.  This has led to the table below.  We have used this in workshops with Corporate Management Team and Cabinet to set our 

risk appetite using residual risk and considering our target risk.  This will be reviewed in line with the Councils Corporate Risk Register and the Risk 

Management Strategy/Policy updated accordingly.   
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Risk Appetite Matrix 

 Risk Appetite Level Definition 

 Averse Minimal Cautious Open Eager 

Strategy Risks Guiding principles or 
rules in place that limit 
risk in organisational 
actions and the pursuit of 
priorities. Organisational 
strategy is refreshed at 
5+ year intervals. 

Guiding principles or 
rules in place that 
minimise risk in 
organisational actions 
and the pursuit of 
priorities. Organisational 
strategy is refreshed at 
4–5-year intervals. 

Guiding principles or 
rules in place that allow 
considered risk taking in 
organisational actions 
and the pursuit of 
priorities. Organisational 
strategy is refreshed at 
3–4-year intervals. 

Guiding principles or 
rules in place that are 
receptive to considered 
risk taking in 
organisational actions 
and the pursuit of 
priorities. 
Organisational strategy is 
refreshed at 2–3-year 
intervals. 

Guiding principles or 
rules in place that 
welcome considered risk 
taking in organisational 
actions and the pursuit of 
priorities. 
Organisational strategy is 
refreshed at 1–2-year 
intervals. 

Governance Risks Avoid actions with 
associated risk. No 
decisions are taken 
outside of processes and 
oversight / monitoring 
arrangements. 
Organisational controls 
minimise risk of fraud, 
with significant levels of 
resource focused on 
detection and 
prevention. 

Willing to consider low 
risk actions which 
support delivery of 
priorities and objectives. 
Processes, and oversight 
/ monitoring 
arrangements enable 
limited risk taking. 
Organisational controls 
maximise fraud 
prevention, detection 
and deterrence through 
robust controls and 
sanctions. 

Willing to consider 
actions where benefits 
outweigh risks. 
Processes, and oversight 
/ monitoring 
arrangements enable 
cautious risk taking. 
Controls enable fraud 
prevention, detection 
and deterrence by 
maintaining appropriate 
controls and sanctions. 

Receptive to taking 
difficult decisions when 
benefits outweigh risks. 
Processes, and oversight 
/ monitoring 
arrangements enable 
considered risk taking. 
Levels of fraud controls 
are varied to reflect scale 
of risks with costs. 

Ready to take difficult 
decisions when 
benefits outweigh risks. 
Processes, and oversight 
/ monitoring 
arrangements support 
informed risk taking. 
Levels of fraud controls 
are varied to reflect scale 
of risk with costs. 

Operations Risks Defensive approach to 
operational delivery - aim 
to maintain/protect, 
rather than create or 
innovate. Priority for 
close management 
controls and oversight 
with limited devolved 
authority. 

Innovations largely 
avoided unless essential. 
Decision making 
authority held by senior 
management. 

Tendency to stick to the 
status quo, innovations 
generally avoided unless 
necessary. Decision 
making authority 
generally held by senior 
management. 
Management through 
leading indicators. 

Innovation supported, 
with clear demonstration 
of benefit / improvement 
in management control. 
Responsibility for non-
critical decisions may be 
devolved. 

Innovation pursued – 
desire to ‘break the 
mould’ and challenge 
current working 
practices. High levels of 
devolved authority – 
management by trust / 
lagging indicators rather 
than close control. 
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Legal Risks Play safe and avoid 
anything which could be 
challenged, even 
unsuccessfully. 

Want to be very sure we 
would win any challenge. 

Want to be sure we 
would win any challenge. 

Challenge will be 
problematic; we are likely 
to win, and the gain will 
outweigh the adverse 
impact. 

Chances of losing are 
high but exceptional 
benefits could be 
realised. 

Property Risks Obligation to comply with 
strict policies for 
purchase, rental, 
disposal, construction, 
and refurbishment that 
ensures producing good 
value for money. 

Recommendation to 
follow strict policies for 
purchase, rental, 
disposal, construction, 
and refurbishment that 
ensures producing good 
value for money. 

Requirement to adopt 
arrange of agreed 
solutions for purchase, 
rental, disposal, 
construction, and 
refurbishment that 
ensures producing good 
value for money. 

Consider benefits of 
agreed solutions for 
purchase, rental, 
disposal, construction, 
and refurbishment that 
meeting organisational 
requirements. 

Application of dynamic 
solutions for purchase, 
rental, disposal, 
construction, and 
refurbishment that 
ensures meeting 
organisational 
requirements. 

Financial Risks Avoidance of any 
financial impact or loss, is 
a key objective. 

Only prepared to accept 
the possibility of very 
limited financial impact if 
essential to delivery. 

Seek safe delivery 
options with little 
residual financial loss 
only if it could yield 
upside opportunities. 

Prepared to invest for 
benefit and to minimise 
the possibility of financial 
loss by managing the 
risks to tolerable levels. 

Prepared to invest for 
best possible benefit and 
accept possibility of 
financial loss (controls 
must be in place). 

Commercial Risks Zero appetite for 
untested commercial 
agreements. Priority for 
close management 
controls and oversight 
with limited devolved 
authority. 

Appetite for risk taking 
limited to low scale 
procurement activity. 
Decision making 
authority held by senior 
management. 

Tendency to stick to the 
status quo, innovations 
generally avoided unless 
necessary. Decision 
making authority 
generally held by senior 
management. 
Management through 
leading indicators. 

Innovation supported, 
with demonstration of 
benefit / improvement in 
service delivery. 
Responsibility for non-
critical decisions may be 
devolved. 

Innovation pursued – 
desire to ‘break the 
mould’ and challenge 
current working 
practices. High levels of 
devolved authority – 
management by trust / 
lagging indicators rather 
than close control. 

People Risks Priority to maintain close 
management control & 
oversight. Limited 
devolved authority. 
Limited flexibility in 
relation to working 
practices. Development 
investment in standard 
practices only. 

Decision making 
authority held by senior 
management. 
Development investment 
generally in standard 
practices. 

Seek safe and standard 
people policy. Decision 
making authority 
generally held by senior 
management. 

Prepared to invest in our 
people to create 
innovative mix of skills 
environment. 
Responsibility for 
noncritical decisions may 
be devolved. 

Innovation pursued – 
desire to ‘break the 
mould’ and challenge 
current working 
practices. High levels of 
devolved authority – 
management by trust 
rather than close control. 
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Technology Risks General avoidance of 
systems / technology 
developments. 

Only essential systems / 
technology developments 
to protect current 
operations. 

Consideration given to 
adoption of established / 
mature systems and 
technology 
improvements. Agile 
principles are considered. 

Systems / technology 
developments considered 
to enable improved 
delivery. Agile principles 
may be followed. 

New technologies viewed 
as a key enabler of 
operational delivery. 
Agile principles are 
embraced. 

Information 
Management & Data 
Risks 

Lock down data & 
information. Access 
tightly controlled, high 
levels of monitoring. 

Minimise level of risk due 
to potential damage from 
disclosure. 

Accept need for 
operational effectiveness 
with risk mitigated 
through careful 
management limiting 
distribution. 

Accept need for 
operational effectiveness 
in distribution and 
information sharing. 

Level of controls 
minimised with data and 
information openly 
shared. 

Security Risks No tolerance for security 
risks causing loss or 
damage to property, 
assets, information or 
people. Stringent 
measures in place, 
including: 
• Adherence to 
government travel 
restrictions (Covid 
restrictions) 
• Staff vetting maintained 
at highest appropriate 
level 
• Controls limiting staff 
and visitor access to 
information, assets and 
estate 
• Access to staff personal 
devices restricted in line 
with IT policy. 

Risk of loss or damage to 
property, assets, 
information or people 
minimised through 
stringent security 
measures, including: 
• Adherence to 
government travel 
restrictions (Covid 
restrictions) 
• All staff vetted levels 
defined by role 
requirements 
• Controls limiting staff 
and visitor access to 
information, assets and 
estate 
• Staff personal devices 
permitted but used for 
official tasks in line with 
IT policy. 

Limited security risks 
accepted to support 
business need, with 
appropriate checks and 
balances in place: 
• Adherence to 
government travel 
restrictions (Covid 
restrictions) 
• Vetting levels may flex 
within teams, as required 
• Controls managing staff 
and limiting visitor access 
to information, assets 
and estate 
• Staff personal devices 
may be used for limited 
official tasks with 
appropriate permissions 
in line with IT policy. 

Considered security risk 
accepted to support 
business need, with 
appropriate checks and 
balances in place: 
• New starters may 
commence employment 
at risk, following partial 
completion of vetting 
processes 
• Adherence to 
government travel 
restrictions (Covid 
restrictions) 
• Controls limiting visitor 
access to information, 
assets and estate 
• Staff personal devices 
may be used for official 
tasks with appropriate 
permissions in line with IT 
policy. 

Organisational willing to 
accept security risk to 
support business need, 
with appropriate checks 
and balances in place: 
• New starters may 
commence employment 
at risk, following partial 
completion of vetting 
processes 
• Adherence to 
government travel 
restrictions (Covid 
restrictions) 
• Controls limiting visitor 
access to information, 
assets and estate 
• Staff personal devices 
permitted for official 
tasks. 

Project/Programme 
Risks 

Defensive approach to 
transformational activity 

Innovations avoided 
unless essential. Decision 

Tendency to stick to the 
status quo, innovations 

Innovation supported, 
with demonstration of 

Innovation pursued – 
desire to ‘break the 
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- aim to 
maintain/protect, rather 
than create or innovate. 
Priority for close 
management controls 
and oversight with 
limited devolved 
authority. Benefits led 
plans fully aligned with 
strategic priorities, 
functional standards. 

making authority held by 
senior management. 
Benefits led plans aligned 
with strategic priorities, 
functional standards. 

generally avoided unless 
necessary. Decision 
making authority 
generally held by senior 
management. Plans 
aligned with strategic 
priorities, functional 
standards. 

commensurate 
improvements in 
management control. 
Responsibility for 
noncritical decisions may 
be devolved. 
Plans aligned with 
functional standards and 
organisational 
governance. 

mould’ and challenge 
current working 
practices. High levels of 
devolved authority – 
management by trust 
rather than close control. 
Plans aligned with 
organisational 
governance. 

Reputational Risks Zero appetite for any 
decisions with high 
chance of repercussion 
for organisations’ 
reputation. 

Appetite for risk taking 
limited to those events 
where there is no chance 
of any significant 
repercussion for the 
organisation. 

Appetite for risk taking 
limited to those events 
where there is little 
chance of any significant 
repercussion for the 
organisation. 

Appetite to take 
decisions with potential 
to expose organisation to 
additional scrutiny, but 
only where appropriate 
steps are taken to 
minimise exposure. 

Appetite to take 
decisions which are likely 
to bring additional 
Governmental / 
organisational scrutiny 
only where potential 
benefits outweigh risks. 

Safeguarding Risks Zero tolerance to risk.  
Lock down information 
and data.  Prioritise 
reporting of 
safeguarding. 

Minimal level to risk.  
Only essential reporting.  
Lock down information 
and data. 

Accept/tolerate risk in 
lower risk level cases.  
Lock down information 
and data accordingly.  
Report as per mitigation 
on high-risk cases. 

Accept/tolerate risk.  
Lock down information 
and data accordingly.  
Report as per mitigation 
on high-risk cases. 

Levels of controls 
minimised.  Information 
and data openly shared.  
Report as per mitigation 
on high-risk cases. 
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Our Risk Appetite Statements 

Risk Appetite 
Level 

Risk Appetite Statements 

Averse The Council does not automatically take an averse risk appetite level.  However, does choose an averse risk appetite level for information 
management and data risks, security risks and safeguarding risks.  This is especially true regarding its information security, General Data Protection 
Regulation (GDPR) and safeguarding duties.  These risks feature in the Corporate Risk Register.   

Minimal The Council does not take a minimal risk appetite level to any of the 14 risk categories at present. 

Cautious The Council takes a cautious risk appetite level to 3 of the 14 risk categories.  The Council takes a cautious stance to governance risks. This allows us to 
consider actions where the benefits outweigh risks.  This means we can strengthen our governance (as set out in our strategic plans such as our 
Corporate Well-being Plan and Recovery, Transformation and Improvement (RTI) Plan) and take innovative approaches in doing so.  However, 
appropriate controls remain, especially for elements such as fraud prevention.  By taking a cautious stance to legal risks we will be reasonably sure we 
will win any challenge.  The Council takes a cautious stance to reputational risks; limited risks taken but with little change of significant repercussions 
on the Council.   

Open The Council takes an open risk appetite level to 6 out of its 14 risk categories.  Strategy risks being one of these.  Even though the Council reviews its 
key strategies such as the Corporate Well-being Plan and MTFP annually, other strategies are reviewed less frequently.  Risks are permitted to improve 
the delivery of our objectives and priorities to lead to better outcomes for our residents.  The Council also takes an open stance to operational risks.  
This means we can apply innovative ideas if they lead to benefits such as improved effectiveness, efficiency and economic benefits.  We also want to 
empower our staff to make informed decisions and devolve decisions to the appropriate staff and/or groups.  However, this does not mean we will 
take undue risks, especially in critical areas such as social services.  The Council has recently developed a Commercial team to deliver a cross-cutting 
theme (Commercial Programme) in our RTI Plan.  As such, we are taking an open stance to commercial risks.  This allows us to consider innovative 
ways to address our financial challenges.  Invest-to-save options can be pursued.  The Council also takes an open stance to people risks.  We continue 
to invest in our staff in line with our Healthy Organisation Programme (Organisational Development) as part of our RTI Plan and Corporate Well-being 
Plan.  Addressing our capacity issues, skill gaps and succession planning feature in our Corporate Risk Register.  We need to address these elements by 
thinking differently and having a mix of skills.  This does not mean we are willing to put people at risk.  Those risks are included in other risk categories, 
e.g. security.  In developing our Healthy Organisation Programme and delivering our RTI Plan, we have moved from a minimal stance through a 
cautious stance to an open stance.  The Council takes an open risk appetite level to property risks.  This means we will ensure value for money in our 
property portfolio and solutions.  The Council also takes an open risk appetite level to finance risks, meaning we are prepared to invest for benefit and 
to minimise the possibility of financial loss by managing the risks to tolerable levels, but still focused on limiting financial loses.  We are not afraid to 
try things, but we know that these can be stopped if not delivering the desired benefits.  This fits with our medium term financial plan (MTFP), 
Corporate Well-being Plan and RTI Plan.   

Eager The Council takes an eager risk appetite level with 2 risk categories.  These are technology risks and project/programme risks.  This means we will use 
new technology as an enabler for change and allow us to continue to work in an agile environment.  This also helps us make best use of our estate and 
other resources.  There is a link therefore to how we manage projects/programmes.  Again, we want to be innovative to support how we recover from 
the coronavirus pandemic, transform and improve.  Principles from the Audit Wales ‘How to manage risks around organisation change, service 
transformation and innovation have been incorporated to support this.  Staff from across the Council are empowered to take the plan forward.  This 
links to our wider governance improvement.   
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The figure opposite shows the breakdown 

of risk appetite levels over our categories.  

We have the following stances: 3 averse; 0 

minimal; 3 cautious; 6 open; and 2 eager. 

This shows that the Council is not averse to 

taking risks (generally takes an open risk 

appetite level) but is able to use its risk 

appetite and tolerances to do so in a way 

that supports delivery of objectives, 

priorities and achieving better outcomes 

for residents but also realises that an 

averse stance is needed in critical areas 

such as safeguarding. 

We are able to use our risk appetite in 

addressing our risks at an operational, service and corporate level.  This means we are better placed 

to address our risk threats but also our opportunity risks.   

 

How do we apply risk appetite? 

As we stated above, the Council has many functions and scenarios.  As such, the Council has various 

risk appetites per risk category, but these may not be able to be applied rigidly based on 

circumstances.  We will use our risk appetite to give the level of risk we are willing to take.  Below is 

a non-exhaustive list of how we will apply risk appetite: 

• This will be used in our decision making and as we tackle our financial challenges, financial 

and non-financial benefits, allocating capacity and assessing skill sets.   

• We will build risk appetite into our governance systems and processes and increase the 

awareness across the Council.  This will be supplemented by guidance notes.   

• Risk appetite will be used to inform our risk assessments in terms of threats and opportunity 

risks. 

 

Inherent – Residual – Target Risks 

Here we are going to consider risk scores over three scenarios, namely: inherent risk; residual risk; 

target risk.  Target risks are informed by our risk appetite. 

Inherent Risk Residual Risk Target Risk 

The exposure arising from a 
specific risk before any action 
has been taken to manage it. 

The exposure arising from a 
specific risk once action has 
been taken to manage it. 

The accepted level and type of 
risk. 

 

The matrices below consider scores of inherent, residual and target risk (negative, threat risk) 

scores.  Typically, if the residual total is lower than the target, this suggests we may have 

overinvested time/money by implementing too many controls.  In contrast, if the residual score is 

still higher than the target, this suggests we may not have invested enough time/money in 

implementing adequate controls.  The residual total could equate to the same score as the target. 
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This demonstrates appropriate and proportionate control as required.  This is shown in the figures 

below.   

Inherent (I)  →  Residual (R)  →  Target (T) 
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Too much control ... ... not enough control ... ... the right amount of control 
 

 

Key Risk Indicators 

It has become common practice with performance management to set ‘key performance indicators’ 

(KPIs).  This principle can be applied to risk management by considering the opportunity to set key 

risk indicators (KRIs).  Both KPIs and KRIs will enable us to adjust our actions and manage risks before 

they become an issue.   
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Risk Culture 
It is important that risk management is embedded into the culture of the Council to address risks 

and issues in the here and now but also the long-term management.  This includes behavioural 

change to staff and Members therefore across strategic and service/operational work programmes.  

As well as embracing risk management, we want staff to feel able to discuss mistakes, risks and 

issues and learn lessons to improve.   

As seen within this document, we are continuing to improve our governance integration of risk 

management.  The language around risk management will continue to align to our core values, 

operating model and strategic plans.  We will continue to promote risk management and build 

awareness and training programmes.  We will build on the resources available to staff through our 

intranet and during meetings.  Data will be used to inform risk management at various levels across 

the Council.   

Some of the benefits of this approach are: 

• Ensuring stakeholders buy into our risk management. 

• Skills are developed and continuously built upon. 

• Provides sufficient information to staff across the Council. 

• Building communication plans regarding risk management. 

 

Risk Sustainability 
To make sure that we deliver this strategy and policy we need to make sure our actions are 

sustainable.  These actions will be built into business improvement plans (operational plans).  Some 

of the key actions and next steps are set out below: 

• Ensure leadership from the top of the Council sponsors risk management. 

• Provide ways for members of staff to network and discuss risk management. 

• Regularly communicate and explain our risk management, making it as easy as possible to 

understand. 

• Continuing to strengthen our governance linking with risk management. 

• Encourage staff to raise concerns and participate in our risk management processes. 

• Incorporate risk management into the staff appraisal process (focus on my performance) 

and staff development/training programmes (e.g. Merthyr Tydfil Curriculum for Managers). 

• Monitor risk management practices across the Council. 

• Implement any audit actions. 

• Keep our risk management strategy/policy and processes up to date. 

• Seek support from risk management experts as required and make use of 

memberships/training resources. 

• Use benchmarking data where available (e.g. work provided by SWAP as part of internal 

audit work). 

 

To measure our effectiveness, we have set out some key outcomes of this strategy/policy below.  

These will be developed in further detail within business improvement plans (operational plans) and 

reported on through existing governance.  Corporate risks and overview of operational/service risks 

will form part of the Council’s internal dashboard. 
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Outcome Measure 

All Staff and Elected Members build their 
awareness of risk management by having 
access to risk management material and e-
learning tools. 

Quantitative measure – Number of Staff and 
Elected Members that have completed the 
Bob’s Business Risk Module (on an annual 
basis). 
 

Risk is discussed at all levels of the Council with 
appropriate actions in place to address negative 
and positive risks. 

Quantitative measure – Number of times risks 
are presented to Corporate Management 
Team; Senior Leadership Team; Governance 
and Audit Committee (with all actions 
completed). 
 
Qualitative – Positive feedback from Staff and 
Elected Members regarding workshops and 
attendance at key meetings. 
 

Corporate and Operational/Service risks are 
regularly monitored (including action plans). 
 

Quantitative measure – Number of times risk 
registers are reviewed by the senior responsible 
officer and risk management support over the 
year (with appropriate actions in place). 
 

 

Contact Details 
You can contact us using the details below. 

Address 

Policy and Improvement Section – Risk Management 

Merthyr Tydfil County Borough Council 

Civic Centre 

Castle Street 

Merthyr Tydfil 

CF47 8AN 

Email 

Risk.Management@merthyr.gov.uk 

 

Version Control 
Version 
Number 

Decision Making Stage Approval Date Brief description of any amendments 
made following consideration 

    

    

 

mailto:Risk.Management@merthyr.gov.uk
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Appendices 
Appendix 1 – Our Shared Vision 
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Appendix 2 – Well-being Objectives and Outcomes 

 

Well-being Theme Objective Primary Outcome 

Best Start 

 

Children and young people get the best start to life and are equipped 
with the skills they need to be successful learners and confident 
individuals. 

Improve the educational outcomes for all children and young people 

Working Life 

 

People feel supported to develop the skills required to meet the needs 
of businesses, with a developing, safe infrastructure which makes 
Merthyr Tydfil an attractive destination. 

Developing the environment and infrastructure for businesses to flourish 

Environmental 

 Well-being 

Communities protect, enhance, and promote our environment and 
countryside. 

Maximise the amount of material and resources reused and recycled in line with 
the waste hierarchy 

Living Well 

 

People are empowered to live independently within their communities, 
where they are safe and enjoy good physical and mental health. 

Ensure people are able to live independently and safely within their 
communities 
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Appendix 3 – Core Values 
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Appendix 4 – 5 Ways of Working & Social Services and Well-being Act Summary 

 
Long term 
The importance of balancing short-term needs with the need to safeguard the ability to also meet long-term needs. 

 
Prevention 
How acting to prevent problems occurring or getting worse may help public bodies meet their objectives. 

 
Integration 
Considering how the public body’s well-being objectives may impact upon each of the well-being goals, on their other objectives, or on 
the objectives of other public bodies. 

 
Collaboration 
Acting in collaboration with any other person (or different parts of the body itself) that could help the body to meet its well-being 
objectives. 

 Involvement 
The importance of involving people with an interest in achieving the well-being goals and ensuring that those people reflect the 
diversity of the area which the body serves. 

 

Social Services and Well-being Act key principles:  

• putting the individual and their needs at the centre of their care, giving them a voice and more control, reaching the outcomes that help them 

achieve well-being (voice and control); 

• increasing preventative services within the community to minimise the escalation of critical need (prevention and early intervention); 

• supporting people to achieve their own well-being and measuring the success of care and support (well-being); and  

• encouraging individuals to become more involved in the design and delivery of services (co-production).   



 

 57 

Appendix 5 – Descriptions for the Measures of Impact & Likelihood - Risk Matrix 

 

Negative (Threat) Risk 

Measures of Impact 

We want to minimise these scores. 

Threat 
Impact Score 

Threat Impact 
Description 

Threat Impact Definitions 

5 
Major 

(Catastrophic) 
Failure to provide an adequate mandatory service, resulting in the Council becoming a failing Authority leading 
to potential intervention; or resulting in a death. 

4 
High  

(Critical) 

Significant negative impact on the well-being of our communities and future generations. 
Permanent injuries; long term sickness for individuals. 
Failure to deliver the Council's Priorities (Corporate Well-being Plan (including its Well-being Objectives) and/or 
the Public Services Board Plan and/or the Regional Partnership Board Plan). 
Failure to address the Council's Corporate Risks. 
Emergency service disruption 1+ day, or mandatory service disruption 5+ days. 
Significant adverse national publicity. 
Litigation almost certain and difficult to defend. 
Financial loss/overspend in excess of £250,000. 
Breaches of law punishable by imprisonment. 
Long term major public health/environmental incident (1 year +). 

3 Moderate 

Moderate negative impact on the well-being of our communities and future generations. 
Significant reduction in mandatory service/unsatisfactory mandatory service performance. 
Failure to provide an adequate discretionary service/poor discretionary service performance. 
Permanent injuries; long term sickness for an individual. 
Mandatory service disruption 3-5 days, or discretionary service disruption 5+ days. 
Adverse national publicity or significant adverse local publicity  
Litigation to be expected. 
Financial loss/overspend between £50,000 and £250,000. 
Breaches of law punishable by fines only. 
Medium term major public health/environmental incident (months up to 1 year). 
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2 Minor 

Minor negative impact on the well-being of our communities and future generations. 
Marginal reduction in mandatory service/satisfactory mandatory service performance. 
Significant reduction in discretionary service/unsatisfactory discretionary service performance. 
Medical treatment required – long term injury. 
Mandatory service disruption 1-2 days, or discretionary service disruption 3-5 days. 
Minor adverse local publicity. 
High potential for complaint, litigation possible. 
Financial loss/overspend under £50,000. 
Breaches of regulations/standards. 
Short term public health/environmental incident (weeks). 

1 Insignificant 

No impact on the well-being of our communities and future generations. 
No reduction in mandatory service/good mandatory service performance. 
Marginal reduction in discretionary service/satisfactory discretionary service performance. 
No injuries beyond “first aid” level. 
No significant disruption to mandatory service, or discretionary service disruption 1-2 days. 
Unlikely to cause any adverse publicity. 
Unlikely to cause complaint/litigation. 
Breaches of local procedures/standards. 
Environmental incident with no lasting detrimental effect e.g. noise, fumes. 

 

Measures of likelihood 

We want to minimise these scores. 

Threat 
Likelihood 

Score 

Threat Likelihood 
Description 

Threat Likelihood Definitions 

5 Certain 90% - 100% Certain to occur/Almost certain to occur 

4 Probable 60% - 90% Very likely but not certain to occur 

3 Possible 40% - 60% May or may not occur 

2 Unlikely 10% - 40% Unlikely to occur 

1 Very Low/ Rare 0% - 10% Very unlikely to occur but not impossible 
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Risk Matrix 

Action is likely to be needed, especially with higher scores, to reduce threats to the Council.  This can be done through four control measures: 

Tolerate/Accept; Treat/Manage; Transfer; Terminate/Eliminate.  Risk appetite will be considered when doing this. 

Impact 
(Negative 
Risk) 

Major 
(Catastrophic) 

5 5 10 15 20 25 

High   
(Critical) 

4 4 8 12 16 20 

Moderate 3 3 6 9 12 15 

Minor 2 2 4 6 8 10 

Insignificant 1 1 2 3 4 5 

 1 2 3 4 5 
Very 
Low/ 
Rare 

Unlikely Possible Probable 
Certain/ 
Almost 
Certain 

Likelihood 
(Negative Risk) 
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Positive (Opportunity) Risk 

Measures of Impact 

We want to maximise these scores. 

Opportunity 
Impact Score 

Opportunity 
Impact 

Description 

Opportunity Impact Definitions 

5 Exceptional 

Exceptional improvement to service(s) e.g. quality, level, speed, cost, etc. 
Exceptional delivery of strategic objectives or priorities. 
National or international partnership initiative or arrangement. 
Extensive positive coverage regarding our reputation. 
Major improvement to local, regional, national or international environment. 
Income/savings in excess of £500,000. 
Exceptional savings of resources e.g. customer time, better use of staff time, etc. 

4 Major 

Major improvement to service(s) e.g. quality, level, speed, cost, etc. 
Major delivery of strategic objectives or priorities. 
National or regional partnership initiative or arrangement. 
Major positive coverage regarding our reputation. 
Major improvement to local and/or regional environment. 
Income/savings between £100,000 and £500,000. 
Major savings of resources e.g. customer time, time, better use of staff time, etc. 

3 Significant 

Significant improvement to service(s) e.g. quality, level, speed, cost, etc. 
Significant delivery of strategic objectives or priorities. 
Regional partnership initiative or arrangement. 
Significant positive coverage in local press regarding our reputation. 
Significant improvement to local and/or regional environment. 
Income/savings between £50,000 and £100,000. 
Significant savings of resources e.g. customer time, time, better use of staff time, etc. 

2 Moderate 

Moderate improvement to service(s) e.g. quality, level, speed, cost, etc. 
Moderate delivery of strategic objectives or priorities. 
County Borough wide level partnership initiative or arrangement. 
Moderate positive coverage in local press regarding our reputation. 
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Income/savings between £10,000 and £50,000. 
Moderate savings of resources e.g. customer time, time, better use of staff time, etc. 

1 Minor 

Minor improvement to service(s) e.g. quality, level, speed, cost, etc. 
Minor delivery of strategic objectives or priorities. 
Local level partnership initiative or arrangement. 
Minor positive coverage in local press. 
Income/savings below £10,000. 
Minor savings of resources e.g. customer time, time, better use of staff time, etc. 

 

Measures of likelihood 

We want to maximise these scores. 

Opportunity 
Likelihood 

Score 

Opportunity 
Likelihood 

Description 

Opportunity Likelihood Definitions 

5 Certain Opportunity has been realised and will continue to be exploited. 

4 Probable Opportunity is likely to be realised within the current financial year. 

3 Possible Opportunity may be realised within the next three financial years. 

2 Unlikely Opportunity may be realised within the next three to five financial years. 

1 Very Low/ Rare Opportunity may be realised in exceptional circumstances. 
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Risk Matrix 

Although action is needed, with opportunity risks, higher scores need action to make the best of the opportunity.  This can be done through four control 

measures: Accept; Enhance; Share; Realise/Exploit.  Risk appetite will be considered when doing this.  

 

25 20 15 10 5 5 Exceptional 

Impact 
(Opportunity 
Risks) 

20 16 12 8 4 4 Major 

15 12 9 6 3 3 Significant 

10 8 6 4 2 2 Moderate 

5 4 3 2 1 1 Minor 

5 4 3 2 1  

Certain Probable Possible Unlikely 
Very Low/ 

Rare 

Likelihood 
(Opportunity Risks) 
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Appendix 6 – Example - A heat-rated risk-based assurance map (Source: Chartered Institute of Public Finance and Accountancy (CIPFA)) 
 

A heat-rated risk-based assurance map could look as follows (Source: Chartered Institute of Public Finance and Accountancy (CIPFA): 

Risk and Controls  1st line  2nd line  3rd line  Comments  

Risk of hospital acquired infection 
(MRSA, C Diff).  

No outbreaks.      Negative assurance.  

Mandatory annual training.  Attendance lists.  Training records.  Audit.    

Posters and leaflets.  Part of ward audit to check 

that these are in place and 

up to date.  

Arrangements  

to distribute up to date 
versions.   

None.  No independent checking arrangements.  

Ward audit protocols. 

Hand wash  

at the door to every ward.  

Part of ward audit to check 

that these are in place and 

full.  

Ward audit protocols. None. No independent checking arrangements. 

Wear nothing below the elbow.  Mutual staff checking and 

part of ward audit.  

Guidance and  
training provided. 

 

None. No independent checking arrangements.  

Ward audit protocols. 
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Protocols for managing outbreaks.  Attendance lists.  Guidance and  

training provided.  

Audit after any infection to 

learn lessons.  

  

Routine testing of patients.  Recorded in medical 

records.  

Guidance provided.  Medical record audit.    

 

Without assurance, those charged with accountability cannot be reasonably confident that the checks and controls on which they rely to deliver services 

and outcomes are in place and working as anticipated. An assurance map can help identify where risks are both under and over controlled and will enable 

an efficient and effective distribution of resources. 
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Appendix 7 – Risk Assurance Framework 

Board and 
Governance & 
Audit Committee 
(Oversight) 

 Risk Management Activities  Management Assurance  Independent Assurance 

Corporate Risk 
Register 

 Corporate Risk Register: Plan – Do – Monitor – 
Improve 

 Project Management Framework (e.g. 
Projects Appraisals, exception reports) 

 
Benchmarking 

 Service / Operational Risk Registers: Plan – Do – 
Monitor – Improve 

 
Fraud Reports 

 
Legal Advice 

Risk Reports 

 

Specialist Risk Assessments 

 
Customer Feedback 

 Specialist/Expert Advice 
(e.g. through ALARM) 

  

Business Improvement Plans (BIPs) 

 

ISO Reports  Senior Management Boards   

Audit Action Plan 
Reports 

 

Risk Reports to Cabinet / the Governance & Audit 
Committee 

 

  
Performance Management and Quality 
Assurance 

Inspections/Compliance 
Reports   

External Audit 
Reports 

  

  Annual Reports and Reviews (e.g. 
Finance reviews, ACRF) 

External Consultants 

Corporate Risk 
Highlight Reports 

  Annual Governance Statement  

  Standing Orders  

  Financial Management  

Risk Strategy/Policy 
  Health and Safety Reports  

  Review of HR Policies  

Strategic 
Programme/Project 
Risks 

  Business Continuity Plans  

  Insurance Reports  

Internal Audit Reports/Assurance Statements 

Regulatory Reports 

External Audit Reports/Letters 

Self-Assessment Report 
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Appendix 8 – Three Lines of Defence Model 

 

 

* - The Audit Committee is now the Governance and Audit Committee 

 

This model is also known as the four or five lines of defence, if external audit and any other independent assurance providers are separated out from the 

third line.  

Although this model is commonly referred to as providing defence, it does so by implementing controls and providing assurance and could just as easily be 

known as the three lines of assurance or control. The model is often the starting point for an assurance map and can be used by internal auditors to identify 

areas to audit.  
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Each level of assurance has its advantages and disadvantages, as follows: 

 Advantages  Disadvantages  

1st line  • Immediate as they are the people doing the job.  

• Inexpensive as staff simply confirm that they have done their job.  

• Lacks independence and objectivity.  

• Delivered by humans, who can make mistakes.  

2nd line  • If the systems and process are right, good assurance should be 

delivered as a matter of course.  

• Automated systems and process, especially where built into IT systems, 
reduce the likelihood of errors.  

• Independent and objective.  

• Can be complex.  

• Requires policies and procedures, training and checking.  

• Can go out of date, be misunderstood or ignored.  

• Can be costly to develop and check.  

• Lacks immediacy.  

3rd line  • Independent and objective.  

• Work to professional protocols and processes.  

• If automated, immediate results and minimal risk of error.  

• Costly.  

• Lengthy time lag between activity and results of checking.  

• If performed by humans, risk of mistakes.  

 

Typical types of assurance provided at each level are shown below: 

 Positive  Negative  

1st line  • Minutes of meetings.  

• Checklists.  

• Reports.  

• Reconciliations (manual).  

• Performance indicators.  

• Verbal assurance from staff.  

• No complaints.  

• No errors identified.  

• No known problems.  

2nd line  • Exception reports.  

• Audit tools in IT systems.  

• Reconciliations (automated).  

• Separation of duties.  

• Results of checks built into 

systems.  

• No complaints.  

• No errors identified.  

• No known problems.  

3rd line  • Audit reports.  

• Inspection reports.  

• Consultancy reviews.  

• Verbal assurance from auditors.  

• No errors identified.  • No known problems.  
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Appendix 8 – Governance Framework Diagram 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: ‘International Framework and the Well-being of Future Generations (Wales) Act 2015’; 

Future Generations Commissioner for Wales 
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Appendix 10 – Glossary of Terms 

Term  Description  
  

Corporate 
Governance  

The systems and processes, and cultures and values, by which Local Government bodies are directed and controlled and through which 
they account to, engage with and, where appropriate, lead their communities. This fits with the governance framework (appendix 9).   

Risk  Threat - The threat that an event or action will adversely affect an organisation’s ability to achieve its objectives and to successfully 
execute its strategies.  

Opportunity - Failing to take advantage of opportunities to enable the organisation to best achieve its objectives.  

Risk  
Management  

The coordinated activities designed and operated to manage risk and exercise internal control within an organisation - The process by 
which risks and opportunities are identified, evaluated, managed and monitored.  

Risk  
Management  
Strategy  

The purpose of the Risk Management Strategy is to establish a process for the systematic identification and management of risk within 
the Council which will ensure that the objectives of the Council’s Risk Management Policy are realised.  

Impact  Outcome of an incident that will have an effect on achieving the Council’s Priority, Strategic and Operational Outcomes.  

Likelihood  Chance of something happening.  

Risk  
Identification  

Risk identification is about identifying significant threats to, and opportunities for, the achievement of the Council’s Priority, Strategic and 
Operational Outcomes.  

Description of 
Risk  

This should identify the cause of the risk and what the impact would be if it occurred.  

Risk  
Assessment  

The evaluation of risk with regard to the Impact if the risk is realised and the Likelihood of the risk being realised.  

Risk Matrix  This is a tool to assess the overall risk rating using a (5 x 5) Risk Matrix based on the Impact of the risk and its Likelihood.  
All identified negative risks can be mapped onto the Risk Matrix using a Black, Red, Amber, Yellow and Green system that will show how 
risks have been assessed and helps to prioritise which risks need to be addressed urgently and need monitoring by Corporate 
Management Team or Service Management Board level. For positive risks (opportunities) we use Blue, Green, Yellow, Amber and Red 
to avoid confusion.   
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Risk Appetite  The amount of risk that the Council is prepared to accept, tolerate, or be exposed to at any point in time.  

Risk  
Response  

Acceptance of a risk or action taken to address it.  

Risk Owner  Person or entity with the accountability and authority for managing the risk and any associated risk treatments.  

Corporate Risks  Significant threats to the achievement of the Council’s Priorities.  
  

Potential opportunities that may better enable delivery of the Council’s Priorities.  
  

Other significant risks that would have an impact beyond any one service area and/or are of such significance that they need to be 
monitored corporately that have not been identified as priorities. 

Operational 
Risks  

Risks that managers and staff will encounter in the daily course of their work.  

Emerging Risks  Potential risks that are starting to emerge that have high levels of uncertainty with regard to the Impact and/or Likelihood of the risk event.  

Risk  
Registers  

A risk register is used to identify and record each risk and uncertainty, provide an assessment of the Likelihood of each risk occurring 
and an estimate of its Impact on outcomes. It should be actively used to prioritise the risks to be managed and the actions required to 
manage those risks.  

Internal Control  Any action, originating within the organisation, taken to manage risk. These actions may be taken to manage either the Impact if the risk 
is realised, or the frequency of the realisation of the risk.  
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